NATIONAL
CYBERSECURITY
AWARENESS
MONTH

DEFENDING AGAINST
MANIPULATION OF PUBLIC
OPINION

BAE Systems is proud to support the annual effort to educate millions of
people each year about the importance of online safety and security because
protecting the Internet is “Our Shared Responsibility.”
This October marks the tenth anniversary of National Cybersecurity Awareness
Month. It is an effort sponsored by the U.S. Department of Homeland Security
in cooperation with the National Cybersecurity Alliance and the Multi-State
Information Sharing and Analysis Center to raise awareness and educate
Americans about cybersecurity, and increase the resiliency of the Nation and
its cyber infrastructure. Last year alone, the effort reached more than 500
million people through events, traditional and social media and other channels.
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As a leading provider of cybersecurity products, cyber intelligence analysts and
secure network and IT technicians and engineers, BAE Systems is proud to
support this important global cyber effort. Throughout the month of October,
we will be profiling some of our company’s top cyber experts, and sharing their
views on the importance of cybersecurity, and what we can all do to mitigate
risks to shield ourselves from cyber threats.

BAE SYSTEMS
NATIONAL
CYBERSECURITY
AWARENESS MONTH
OCTOBER 2013
3

SPOTLIGHT ON:

ERIK
SWANSON
SENIOR PROJECT MANAGER
Why is cybersecurity one of our country’s most important national security priorities?
Cybersecurity is one of our country’s most important national security priorities because of the
shear scope of vulnerabilities due to the extreme degree of internet connected technology that
has penetrated our daily lives and become so integral to the operation of government, business
and individual activities. Past history has proven that not only well funded, organized entities but
mere individuals have been able to exploit these vulnerabilities. It is imperative that our country
invests in cyber defense, as it is critical to the protection of our nation and its’ most important
assets.

What are some of the biggest cyber threats our nation is facing, and what can we do to
mitigate risks?
Some of the biggest cyber threats to our nation are attacks on critical infrastructure and the
influence of possible mass manipulation of public opinion in our overly socially connected
lifestyles. Critical infrastructure protection requires a systematic plan to identify, fortify, and
monitor cyber threats and vulnerabilities to mitigate possible exploitation. Reinforcement
of alternative ways to sustain activities if services are disrupted or degraded through better
continuity of operations planning is also critical and should be considered down to the individual
level. Combating the new world of hyper-communication and group think that is facilitated by
social media technology requires the ability to reach the masses via these technologies by
credible, reliable means to ensure misinformation can be balanced in the event of a mass-panic
scenario.

How are you helping to defend our nation from cybersecurity attacks?
As a senior technical and project management resource consulting the federal government on
numerous security related initiatives, I am contributing to the defense of our national security on
the cyber battlefield’s frontlines. In addition to rigorously and proactively following security policy,
I routinely recommend and help build solutions designed to increase the security of the systems
and project upon which I lead and contribute.

National Cybersecurity Awareness Month encourages collaboration across all levels of
government, the private sector, and internationally to ensure that our shared cyberspace
is safe and resilient to security attacks.
Throughout October, we will be sharing cybersecurity tips, news and resources via our
social media channels, including @BAESystemsInc on Twitter and on our Intelligence
& Security Facebook page. You can join the Twitter conversation too; just remember to
incorporate @cyber and #NCSAM into your tweets.

