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Generate, verify, and prune to manage and  
prioritize  possible attack point vulnerabilities 
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Data from multiple external sources seeds a  
goal-oriented attack plan generation process 
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The identified attack space is reduced by  
using a vulnerability-based feasibility analysis 
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PreScan simulations verify attack plans and  
identify exhibiting an emergent system-level vulnerability 
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Ground truth is used to calibrate PreScan simulations 
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Generate and visualize ground truth, verify  
simulation scenario against actual 
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Model car sensors and additional obstacles  
for vulnerability analysis 
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Run simulation to visualize and  
generate Simulink 
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Edit Simulink adding fault injection and  
dynamic model changes 
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Run Simulink and analyze system under test 
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Summary: The system equips users to… 
 
• Automatically detect emergent vulnerabilities in complex CPS 
• Approach from the attacker’s point of view 
• Automatically ingest public and private lists of vulnerabilities 

and organize them into a standardized Attack Point database 
• Generate the set of composite device-level attack scenarios 
• Reduce the cardinality of the generated attack space by 

evaluating the feasibility of each attack against device 
characteristics and constraints 

• Discard unlikely or infeasible attacks and prioritizes the 
remainder by risk size and likelihood of occurrence 

• Use prioritized vulnerability list  to confirm or rule out each 
candidate attack and feeding back to refine planning 
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