It’s not just security.
It’s defence.

The connected world
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We deliver
business defence
no one else
can match. In
fact, we are
the leading
provider of threat
intelligence to
the US and UK
governments.

The world in which we live and work is rapidly
evolving. As our dependency on technology grows,
new opportunities and threats begin to emerge.
Cyber threats no longer just come from
mischievous hackers playing games. They come
from organised, smart, well-resourced and
clandestine criminals and nations, determined to
steal intelligence and capital.
Criminals are taking advantage of modern
communications and computing capabilities to
plan and commit their crimes. The techniques and
tools that enable business and law enforcement to
detect, prevent and investigate crime – both in the
physical and cyber worlds – are evolving rapidly.

How will you
keep your data
safe?

And all the time, the way people are using
technology in their daily lives is changing, with
more data being generated and put out into the
public arena than ever before.
The threat is real. The lines have been redrawn.
The battlefield is extending to the digital domain.
How will you keep your data, your business and
your reputation safe in the new threat landscape?

www.baesystems.com/businessdefence
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We have been
defending
nations and
businesses
for over
forty years.

BAE Systems have been defending the largest,
most targeted nations and businesses against
advanced threats in both the physical and digital
world for over forty years.
We operate in four key domains of expertise:
•

Cyber Defence: Threat analytics, network
monitoring, email and web security,
investigation, transformation and incident
response solutions.

•

Financial Crime: Identifying, combating
and preventing financial threats. Achieving
compliance with regulations.

•

Threat and Communications Intelligence: Next
generation intelligence and cyber security
solutions for national security and law
enforcement; compliance solutions for CSPs.

•

Cloud and Digital: Using data and cloud
to pursue new business models, enhance
customer engagement and improve business
operations.

Military grade
cyber defence for
your network

www.baesystems.com/businessdefence

Cyber Defence
Who should you trust to defend you from cyber
attacks? A company that provides only part of
a solution? Or a company that gives nations,
governments and businesses around the world all
the tools they need to defend themselves?

•

Threat Analytics

•

Threat Intelligence Management

•

Managed Security Services

•

Insider Threat Prevention

BAE Systems apply the same techniques,
intelligence and strategy we have honed
defending nations. We bring experience at
military-class levels to the protection of corporate
assets. We call this business defence.

•

Zero Day Prevention

•

Email Security

•

Incident Response

•

Threat Led Penetration Testing

We offer a broad portfolio of on-premise,
managed and cloud-based products and services
that are battle proven against the world’s most
dangerous attackers:

•

Security Strategy and Risk Advisory

•

Advanced Security Operation Centers

Monitor
Identify
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Analyse
Analyse

Defend
Defend

Financial Crime
The threat to financial institutions is persistent
and greater than ever before.

•

Banking and Capital Markets Fraud

•

Insurance Fraud

We work with global banks, insurers and
governments to provide intelligence and
solutions to combat a range of criminal threats
in the financial sector. We aim to protect your
organisation, your customers and your reputation.

•

Anti-Money Laundering Compliance

•

Know Your Customer/Customer Due
Diligence

•

Unauthorised Trading

•

First Party and Application Fraud

•

Tax Fraud

•

Foreign Account Tax Compliance

Our range of solutions can help identify, combat
and prevent financial threats, as well as reducing
risk, loss or penalties and ensuring your institution
is fully compliant with regulatory obligations:

We defend over 50% of all financial
transactions in the UK

www.baesystems.com/businessdefence

Detect > Analyse

Threat and
Communications
Intelligence
We provide sophisticated network intelligence,
protection and cyber security solutions for
law enforcement agencies, governments and
communication service providers to ensure the
criminals don’t stay hidden in the digital world.
Our end-to-end solutions for national security and
law enforcement agencies bring together products
and service capabilities to help our clients pursue
their core missions:
•

Data Acquisition, Fusion and Analysis

•

Lawful Interception and Data Retention

•

Secure Communications

•

National Cyber Defence

•

Government Cyber Defence

•

Tailor-made Electronic Solutions

Intelligence is
at the core of
what we do
Monitor > React > Defend
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Our digital transformation solutions are
inspired, people-centric, data-driven and
connected.

Cloud and Digital
And it’s not just the cyber hackers you need to
stay one step ahead of.
We can create competitive advantage and enhance
operating performance for your business by
exploiting data and digital connectivity.
By designing and building engaging user
experiences and optimised mobile channels,
we can help organisations connect with their
customers, employees and partners:
•

Service Integration and Management

•

Cloud Based Managed Application Services

•

Data Analytics

•

Digital Advisory

•

Digital Creative

•

Business Strategy and Transformation

We create
competitive
advantage

www.baesystems.com/businessdefence
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BAE Systems is committed to providing intelligent
solutions for a wide range of industries in the
connected world.
•

Commercial Sectors

•

Financial Institutions

•

Civil Government

•

Communication Service Providers

•

National Security and Law Enforcement

•

Healthcare

•

Transport

•

Energy and Utilities

We protect over 330
million US consumer
checking accounts
every month.

To find out more about how BAE Systems can help
you, contact us today at: learn@baesystems.com
Or visit us at: www.baesystems.com/
businessdefence

It’s not just security.
It’s defence.

www.baesystems.com/businessdefence

We are BAE Systems
At BAE Systems, we provide some of the
world’s most advanced technology defence,
aerospace and security solutions.
We employ a skilled workforce of 82,500
people in over 40 countries. Working with
customers and local partners, our products
and services deliver military capability, protect
people and national security, and keep critical
information and infrastructure secure

Global Headquarters
BAE Systems
Surrey Research Park
Guildford
Surrey GU2 7RQ
United Kingdom
T: +44 (0) 1483 816000
BAE Systems
1676 International Drive, Suite 1000,
McLean,
VA 22102,
United States
T: +1 (703)848 7000
BAE Systems
Level 12
20 Bridge Street
Sydney NSW 2000
Australia
T: +612 9240 4600
BAE Systems
1 Raffles Place #42-01, Tower 1
Singapore 048616
Singapore
T: +65 6499 5000

BAE Systems, Surrey Research Park, Guildford
Surrey, GU2 7RQ, UK
E: learn@baesystems.com | W: baesystems.com/businessdefence
linkedin.com/company/baesystemsai
twitter.com/baesystems_ai

Victim of a cyber attack? Contact our emergency
response team on:
US: 1 (800) 417-2155
UK: 0808 168 6647
Australia: 1800 825 411
International: +44 1483 817491
E: cyberresponse@baesystems.com
Certified Service
Cyber Incident Response
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