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1.1 Introduction
If the past three years have taught us anything, it’s that digital
transformation needs to be a holistic, cultural consideration, not just a
kneejerk, siloed reaction.
What the host of black swan events and the impact of COVID-19 exposed
was those who had already enacted considered and innovative digital
roadmaps, and those who were now playing catchup.
Resiliency and agility are key words brought to the fore as part of either
scenario and, for manufacturers across the full industry spectrum, true
Industry 4.0 credentials have been brought into stark contrast.
The ability to generate, handle and manipulate data has been especially
pertinent as organisations try to gain a better grasp of their own operations,
their business partners’ needs, and end customers’ wants. However, as
part of this need for a connected, smart, data-driven evolution, one core
element can not be left behind: Security.

2 // 12

Security in an Industry 4.0 World

A big
opportunity,
driven by
even bigger
expectations
Taking a step back briefly, it’s perhaps understandable
why organisations have struggled to keep up with
the pace of change. On one hand, there is a need
to prioritise a list of challenges that span efficiency,
sustainability, reducing downtimes, compliance, health
and safety, product quality, managing legacy assets,
business continuity and security.
In tandem, the sector around them is offering up its
own expectations in the form of:
• Greater IoT adoption
• Improved collection and measurement of data
• Enhanced communication across the supply chain
• Global market rethinks, implicating offshoring and

nearshoring
• New technologies that enable flexible manufacturing

as a service (MaaS) offerings
• Heightened resilience in the face of more advanced

cyber-attacks
The resultant situation is one where organisations
need to juggle both internal and external pressures,
and this can only be done with that aforementioned,
methodical-yet-urgent utilisation of emerging
technologies. The tools at manufacturers’ disposal have
the potential to enable better connectivity, intuitiveness
and efficiency than ever before.
The key now is to ensure that each integration is carried
out securely.
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1.2 Digitise or get left behind
Defining digitisation
Not specific to manufacturing, digitisation means utilising advancements in digital
technology, at an ever-more affordable price, to bring benefits to your business.
According to the World Economic Forum, it is the “…use of digital technologies
to change consumer lives, create value for business and unlock broader societal
benefits”1.
As such, the World Economic Forum goes on to estimate that applying such
technology across the globe could be worth $100 trillion of value over the next
decade1 .
For manufacturing specifically, digitisation is already helping companies around the
world to:
• Extract full performance and efficiency potential from existing assets
• Reduce machine downtime
• Limit waste as part of sustainability goals
• Enhance wider supply chain efficiencies
• Enable new product and service offerings
• Move towards MaaS operating models

In the UK, the Government’s Made Smarter review brought further benefits to light,
including capacity building and job creation, increasing exports and strengthening
domestic trade relationships, bridging regional economic disparities, making the
industrial sector more resilient, and reducing environmental impacts.

…the positive impact of faster innovation and adoption of Industrial Digital Technologies (IDTs) could be [worth]
as much as £455 billion for UK manufacturing over the next decade, increasing manufacturing sector growth
between 1.5 and 3 percent per annum, creating a conservative estimated net gain of 175,000 jobs throughout
the economy and reducing CO2 emissions by 4.5 percent. Overall, from the data and evidence collated, we are
confident that industrial productivity can be improved by more than 25 percent by 2025.
- The UK Government’s Made Smarter review2
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World Economic Forum Digital Transformation Initiative In collaboration with Accenture Jan 2017

2

Made Smarter Review 2017, independent UK Government review
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Defining Industry 4.0
The application of new technologies under this banner of ‘digitisation’ is often
referred to as Industry 4.0. The fourth industrial revolution has been earmarked to
revolutionise life as we know it, by “fundamentally altering the way we live, work,
and relate to one another”1

First Industrial
Revolution

Second Industrial
Revolution

Third Industrial
Revolution

Fourth Industrial
Revolution

Industry 1.0
(1700s – 1900s)

Industry 2.0
(1900s – 1970s)

Industry 3.0
(1970s – 2000s)

Industry 4.0
(2000s - Present Day)

Steam-powered,
Analogue, Small scale

Electro-powered, Mass
Production, Assembly lines

Computing and
automation

Highly Connected, Cyber
Physical systems

Industry 4.0 builds on the third industrial revolution by
applying digital technologies to manifest connected,
intelligent manufacturing.
It is a data-driven revolution that leverages automation,
coupled with cyber-physical systems (connecting physical
machines to automation systems), the Industrial Internet of
Things (IIoT), cloud computing and Artificial Intelligence. The
intended result is to create positive business outcomes by
fully connecting manufacturing, supply chain and business
operations.

1

World Economic Forum Digital Transformation Initiative In collaboration with Accenture Jan 2017
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Operational Technology (OT)
“Operational technology (OT) is hardware and software that detects or
causes a change, through the direct monitoring and/or control of industrial
equipment, assets, processes and events.”3 As a real time function that
embraces automation, OT is intertwined with the core philosophies of
Industry 4.0, and are reliant on the connectivity of devices that generate data.

Industrial Internet of Things (IIoT)
IIoT is a form of Operational Technology (OT), made up of sensors,
instrumentation and other devices within an industrial application. They are
connected together across an internal network or via the internet. An IIoT
model generates Industry 4.0 data inputs from manufacturing processes and
are essential to being able to provide Industry 4.0 solutions.

Industry 3.5: a first step or a destination?
Depending on your position, Industry 4.0 may be something that is already
becoming a reality or could sound like a concept that is distant from your
day-to-day status quo. “Industry 3.5” is an evolving term that depicts this
limbo, where traditional Industry 3.0 capabilities are bolstered by more recent
advances in automation that are affordable or suitable to you specifically.
What is important to remember, is whether you have ambitions to move to
an Industry 4.0 level, or would prefer to focus on more immediate challenges,
digitisation always has something to offer you.
Dig into data to avoid being left behind
Most manufacturers will claim to be using data to inform decisions. However,
harnessing data’s true potential to produce more accurate forecasts and to
spark better business outcomes, requires digital input.
The use of machine learning and of big data software platforms, to collect,
harness and then actually use that information, can ensure that you’re
getting the very most out of your own bespoke data. And ‘bespoke’ is the
key word here. The way to beat competitors is to have a unique edge, and all
of that personal potential lies in company data. Whether it’s a more cautious
– 3.5-esk – adoption of automation, or a full Industry 4.0 strategy made
up of IIoT and AI capabilities, you can’t afford to do neither, or to get left
behind.

3

Gartner - https://www.gartner.com/en/information-technology/glossary/operational-technology-ot
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The way to beat
competitors is to
have a unique
edge, and all of that
personal potential
lies in company
data.

1.3 Barriers to digitisation
There are many potential hurdles to overcome when adopting new digital technologies. It is perhaps
why, in most cases, progress in the manufacturing sector has been more of a slow evolution, than
a revolution. What this can lead to is a patchwork of systems with limited separation between the
enterprise IT network, and the OT (including IIoT devices) network. The result is a confused blurring
of lines between IT and OT where business needs differ, based on their opposing priorities.

IT’s Priority Order

OT’s Priority Order

Conﬁdentiality

Availability

Integrity

Integrity

Availability

Conﬁdentiality

BAE Systems can help to rationalise these barriers and explain what each mean for your business,
by breaking them down into their component parts and overcoming each in turn.

1.4 The cyber threat
When analysing those aforementioned
barriers, the UK Government’s Made
Smarter review also pinpointed issues of
legacy tech, loss of Intellectual Property
(IP), high costs, high risks, and a critical
lack of skills.
However, one further, significant barrier
brought to the fore, was cybersecurity.
To leverage the full benefits of digitisation,
devices and systems will become more
connected than ever before. New
connections will be established both
within the IT network and with the wider
internet, as remote sites are linked and
emerging cloud services are used. What
this all provides is a much wider attack
surface for potential exponents to target.
Like most businesses that use networked IT
and OT equipment, manufacturing can be
readily affected by general, indiscriminate
malware distributed over the internet; as
seen through the Petya family of malware
that affected Microsoft Windows-based
systems in 2017. Huge public and private
entities were implicated as a result.

4

Then there is the threat of more targeted
attacks which the manufacturing sector
has seen a rapid increase in over recent
years. These are more pointedly aimed
at disrupting that business, causing
operational downtime, and ultimately
costing the organisation a lot of money.
The Made Smarter report pinpointed the
following vulnerabilities for these more
targeted hits:
• Legacy equipment and IIoT devices built

with minimal protection
• Gaps between IT and OT
• Patchwork architectures that create

vulnerabilities as networks converge
• An unprepared culture, including a lack

of skills and set procedures
• Risk assessment failures

All of the above make manufacturing
more vulnerable to targeted, monetised
cyber-attacks than other industries; as
long as automation systems that expose
larger swathes of data remain disparate,
immature or unprotected.

Made Smarter Review 2017, independent UK Government review
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Disruption and consequences
During 2021, the number of cyber attacks giving rise to physical consequences in manufacturing and
process industries more than doubled, compared to 2020 figures5 More generally, almost half of cyberattacks are thought to involve IoT or OT assets and many of those surveyed in recent years have suffered
significant business disruptions and downtime as a result6.
Of course, ‘disruption’ in this regard is a spectrum. At their worst, a breach can entirely halt operations for a
prolonged period of time. This is before you analyse the reputational and financial impacts of not operating
as usual.
Then there comes the fear of IP theft, which is a priority among many threat actors. Such a breach could be
devastating to your competitive edge, as unique data and differentiation is filtered into the wider world.
CISCO’s 2017 Midyear Cybersecurity Report (MCR) confirmed that7“28 percent of manufacturers across 13
countries reported a loss of revenue due to cyber-attacks in the past year”. Moving forward a year, it was
revealed that cyber-attacks targeting IoT devices could cost the UK economy £1 billion a year, amounting to
an average of £244,000 per business8. Fast-forwarding to the present day, Statista revealed this year that the
average cost of a data breach worldwide from May 2020 to March 2022, for industrial companies, amounts
to $4.47 million9.

1.5 Getting security right
Unlike in a case of ransomware, where the victim is informed of the attack, the results of most attack modes
are not initially obvious. Immediately, this emphasises the need not just for robust, connected and visible IT
and OT infrastructures, but also for effective monitoring solutions to identify anomalous patterns across the
network.
To reaffirm, taking steps to become more resilient and vigilant during Industry 4.0 transitions is vital for both
internal and external reasons. Chiefly, these include:
• Protecting revenue
• Complying with national, international and market standards
• Safeguarding brand reputation

To further secure the overall landscape of your business, insurance against cybersecurity risks should be as
commonplace as insuring for fire or theft. BAE Systems can help in this assessment of where risks lie, and
how to mitigate them most effectively.
What BAE Systems can also affirm during this assessment process, are your potential benefits of getting
security right! And in this vein, two key advantages are brought to the fore – agility and scalability.
The potential to leverage a global economy, to offshore and reduce costs, to re-shore or nearshore to offset
risk, to adapt supply chain lengths and links… all of this depends on how well cybersecurity measures are
designed and implemented.
In an even broader, more significant context, getting cybersecurity right is the very platform from which all
digital transformation and Industry 4.0 initiatives can flourish, with far less risk involved.

5

According to Waterfall Security research: https://waterfall-security.com/ot-security-incidents-in-2021-trends-analyses/

6

According to: https://www.securityweek.com/most-ot-organizations-hit-damaging-cyberattacks-survey

7

According to research: https://investor.cisco.com/news/news-details/2017/Cisco-2017-Midyear-Cybersecurity-Report-Predicts-NewDestruction-of-Service-Attacks-Scale-and-Impact-of-Threats-Grows/default.aspx

8

According to research: https://www.itpro.co.uk/internet-of-things-iot/33702/iot-cyber-attacks-cost-uk-economy-1bn-each-year

9

Statista report: https://www.statista.com/statistics/387861/cost-data-breach-by-industry/
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What BAE Systems can also affirm during
this assessment process, are your potential
benefits of getting security right.
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1.6 BAE systems at your service
BAE Systems Digital Intelligence brings a wealth of knowledge and experience to help
manufacturers overcome the step changes, challenges and security risks raised in this paper. This
includes:
1.

Conveying a broad picture of the global threat landscape contextualised to your business

2.

…before identifying your own specific vulnerabilities and risks

3.

…then, prioritising a level of investment suitable to you

4.

…which focuses on reducing cyber risk

5.

…and ultimately helps improve resilience to attacks

6.

…as we help you prepare for and implement an Industry 4.0 future

Manufacturers have a lot to consider in the
present climate, pertaining to market, digital
and industry growth. Adding one more concern
to the melting pot, in the form of cybersecurity,
can distract or deter many from their intended
Industry 4.0 journeys, while completely derailing
others should it not be addressed.
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BAE Systems is on hand to ensure
that security becomes part and
parcel of this holistic, ongoing
evolution for manufacturing
organisations, guiding their strategic and secure – Industry 4.0 ambitions.
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We are Digital Intelligence
BAE Systems Digital Intelligence is home to 4,800 digital, cyber and intelligence experts.
We work collaboratively across 16 countries to collect, connect and understand complex data, so that governments, nation states, armed forces and commercial businesses
can unlock digital advantage in the most demanding environments. Launched in 2022,
Digital Intelligence is part of BAE Systems, and has a rich heritage in helping to defend
nations and businesses around the world from advanced threats.
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