
Brochure title1 // 4

Pieces of the Puzzle

Digital
Intelligence

The evolving threat to operational technology



Intelligent detection and response

2 // 12

The threat
landscape

The world around us is changing. Fast. One element of 
this is the ‘double-edge sword’ of new technology and 
increased connectivity, which creates both opportunity 
for growth and innovation, but also opportunity for cyber 
attack and new modes of failure.

This is especially true in the context of Operational Technology (OT). On top of this, the 
fact that a small but growing number of nation states have demonstrated that they are 
willing and able to conduct cyber attacks against Critical National Infrastructure (CNI) 
targets - and the OT on which they depend - is clear cause for concern for organisations 
in the Energy, Utilities and Manufacturing sectors, among others. 

This short report brings together BAE Systems expertise in Cyber Threat Intelligence, 
Cyber Security and Manufacturing to briefly review the top threats to OT, and what you 
can do to protect your organisation from them.

BAE Systems defend 
nations and businesses.
We defend the digital world.
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The threat landscape - know your enemy
The cyber threat landscape can be divided into the following groups of ‘threat actor’, 
based on their different motivations.

The last decade has shown that the cyber threat to Operational Technology (OT) - and 
the organisations that rely on it – is overwhelmingly dominated by state actors. Criminal 
malware may ‘spill over’ to OT systems; activists may hack and publish information 
from organisations they dislike; insiders may – in extreme circumstances – seek to cause 
sabotage (though usually through physical means). However, the frequency and impact 
of these occurrences pales in comparison to what nation state groups have done (and in 
what they appear to be positioning to be able to do) in attacks against organisations in 
sectors such as Energy, Utilities and Manufacturing.

The threat from state actors is complex. Specific teams within government (intelligence 
or military) organisations will work to strategic tasking and invest significant lengths 
of time in performing the R&D required to make attacks a success. As the examples 
below will show, these attacks have used both the relationships between the target 
organisation and both their supply chain, and the Internet.

The defence of OT systems is not only reliant on appropriate defences to OT systems 
themselves. It also depends on defence in the supply chain, in organisational IT, and in 
the interfaces between organisational IT and OT. Most attacks against organisational 
networks (in general) begin with a phishing/spearphishing email; much has been 
written about this. In this article, we focus on five other aspects of the threat landscape 
and on attack vectors that are highly relevant to OT.
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Five pieces of 
the puzzle.

Attack vectors 
and examples.
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#1
What’s in a supply chain?
Attackers have increasingly used an organisation’s supply chain as 
a ‘way in’. This has taken various forms, and some of the attacks 
that have been conducted in this way have been remarkably 
clever – as well as damaging. The concept of a software supply 
chain attack was brought to widespread public attention by the 
NotPetya attack in June 2017; global companies, including many 
in the manufacturing sector, were affected as their networks 
fell victim to the (non-recoverable) ransomware which was 
distributed by subversion of the software update process for a 
piece of accounting software widely used in Ukraine.

A similar attack was conducted in 2014 where the attackers 
compromised the download sites of various ICS equipment 
providers in the hope that victims updated their systems’ 
software/firmware with malicious code of the attacker’s design. 
Concerns about compromised hardware in supply chains are also 
widespread, although to date the majority of this concern is in 
telecommunications and networking equipment, rather than OT 
equipment. Suppliers themselves have also been used – service 
providers with network access to companies of interest have 
been compromised in major campaigns; companies that perform 
maintenance and engineering support for CNI targets will also be 
of interest to nation state groups.
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#2

Attackers identify a strategically 
important website whose visitors will be 
of interest, and compromise the website 
with malicious code.

Down by the watering hole
The concept of a watering hole attack is simple, but elegant – 
attackers identify a strategically important website whose visitors 
will be of interest, and compromise the website with malicious 
code (typically Javascript). This can lead to infection of visiting 
users – and attackers often use IP address whitelisting to target 
visitors from specific organisations or countries only. Watering 
holes have been widely used on manufacturer websites (and 
others) to target victims in the energy / civil nuclear sector.

The use of Javascript watering holes to harvest credentials from 
Windows systems via the SMB protocol is also popular; this has 
now been used by two distinct nation state groups seeking to 
compromise website visitors from organisations in CNI sectors. 
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Probing the perimeter
There has been much talk of ‘perimeter defence’ no longer being 
adequate – and the supply chain attacks discussed above are 
a major driver of this mantra. Ironically, devices on the estate 
perimeter have received a lot of attacker attention in recent 
years. Enterprise-grade networking equipment in (firewalls, 
switches) as well as lower-grade routers have been widely 
compromised by state actors, who have sought to exploit known 
vulnerabilities and misconfigurations / exposed services to gain 
access to the networks behind these devices.

The end goal of this activity is less clear – though given that 
many of the target devices are in countries (and sectors) that 
are of interest for the attack groups involved, the concept of 
‘battlespace preparation’ is likely to be a fitting description. 

#3
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#4
The double-edged sword of 
remote monitoring and control
The attraction of being able to remotely monitor and control site 
operations is huge from a business and cost perspective, but with 
increased connectivity comes increased risk. State actors have used 
this to their advantage in a number of cases, notably in 2014, when 
the Ukranian power grid was attacked using access the attackers had 
gained to legitimate remote access mechanisms, who were able to 
control targeted workstations and cut off power.

An earlier attack from a different actor against the Bowman dam in 
New York in 2013 inflicted far less damage, but the attackers were 
able to gain unauthorised access to the dam’s SCADA systems and 
obtain information about the dam’s status and operation. 
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#5

A small but growing number of attacks 
have demonstrated willing on the part 
of state sponsored attackers to put in the 
effort in R&D to gain the access needed

The pointy end –                                
ICS equipment being manipulated 
in sabotage operations
Recent years have demonstrated that to have an impact on an OT-
reliant organisation, manipulation of field devices or their logic 
controllers is not always required. However, a small but growing 
number of attacks have demonstrated willing on the part of state 
sponsored attackers to put in the effort in R&D to gain the access 
needed. To date, only a very select number of attacks of this type 
have succeeded – these attacks are very hard to assure, first and 
foremost because a command and control channel between the 
attacker and their malware may be difficult or impossible to achieve.

However, the frequency – and success – of attacks of this type are 
likely to increase in years to come as attacker know-how increases, 
and as the concept of cyber warfare continues to evolve. While 
Stuxnet remains the leader of the pack in this category, recent 
discovery of malware targeting safety systems (TRITON) are a sign 
that Stuxnet should not be considered a one-off.
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Attackers are getting better - 
how can we do the same?

IT 

• Ensure your patching is up to date for commonly exploited vulnerabilities (e.g. in MS
Office applications, Windows services such as SMB, etc).

• Review and assess your corporate IT design and infrastructure, external exposure, and
firewall rules.

• Understand how exposed your organisation is to open source information about your
people, processes and technology which could facilitate an attack.

• Ask your pentesting firm to Red Team with tools used by attackers
(e.g. Responder, Inveigh).

• Ensure that outbound connections are only allowed for necessary protocols (e.g.
HTTP/S) and firewalls block outbound SMB for example. Ensure VPN is enforced for
untrusted Wifi.

• Email protection – Use advanced Email filtering, user training and warning banners.

• Protective monitoring on your organisation’s networks, using endpoint and network
traffic data.

OT

• Network segregation – Use VLAN segregation to setup Secure Zones which cannot be
accessed from the wider enterprise IT estate. Ensure regular auditing of Firewall rules.

• Controlled access – Use dedicated Admin machines, as well as Jump hosts or web
applications with multi-factor authentication.

• Cross-domain solutions – Assure flows of content such as management information
through use of secure gateway technology.

• Anomaly detection – Use solutions for monitoring which leverage analytics to spot
and alert on anomalies.

• Risk-balanced approach to patching – In some scenarios, the risk (security and
performance) of applying a patch to OT equipment will outweigh the benefit.

General

• Supply chain assurance is an emerging area of cyber security but can be used to better 
understand the maturity of your key suppliers and to identify and prioritise areas
of risk.

• Companies should understand how to respond to attacks on critical systems when 
defences are bypassed by advanced adversaries – have a clear plan in place and run 
regular exercises. BAE Systems Digital Intelligence have a global Incident Response 
team which can be contacted as per the details on the back page.

• Maintaining an up-to-date view of the tools, techniques and procedures in the cyber 
threat landscape is a key enabler for improved defences – and appropriate threat 
intelligence is an essential step to achieving this. The BAE Systems Threat Intelligence 
team focusses on the ‘high threat club’. Our Threat Intelligence service is summarised in 
the graphic on the following page. Please get in touch if you would like to
know more.
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BAE Systems deliver information advantage in the       
new threat landscape to help you connect, defend                    
and stay secure
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Customer Monitoring

Incident Response

Malware Feeds

Infrastructure Tracking

Open Source

Community Intel

Reverse Engineering   |   Infrastructure Pivoting   |   Attack Attribution

Signature Files   |   Reports & Briefings   |   Analysis Services

Incident Management   |   Situational Awareness   |   Network Defence



BAE Systems Digital Intelligence is home to 4,800 digital, cyber and intelligence experts. 
We work collaboratively across 16 countries to collect, connect and understand complex 
data, so that governments, nation states, armed forces and commercial businesses can 
unlock digital advantage in the most demanding environments. Launched in 2022, 
Digital Intelligence is part of BAE Systems, and has a rich heritage in helping to defend 
nations and businesses around the world from advanced threats.

We are Digital Intelligence
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