STARA® Moving from Security to
Defence in depth and breadth
Why companies need to implement a Security Threat
and Risk Assessment Programme

Digital
Intelligence

Introduction
The security threat and corresponding risks
which an organisation faces are continually
changing. In part this is due to a threat
landscape which is continually evolving. It’s
also because, over the years, as an organisation
grows and matures, so does the threat.

This means that existing security solutions may no longer be
adequate, or that to counter a threat, a new method of threat
remediation may need to be implemented. Organisations must
therefore maintain and develop a current understanding of all
the threats and risks to their organisation.
In assessing the security threat and corresponding risks which
an organisation faces, or to mature an existing security posture
so that it better matches an evolved threat, it is useful to
review the most basic of questions. These include:
• What does an organisation do?
• What is the current physical and virtual structure, scope

and extended footprint of an organisation available to an
attacker? For example, what contact points exist into your
organisation via others (e.g. your supply chain)?
• What assets (physical, intellectual, virtual) does an

organisation own or control that have significant value
attached, whether operationally or financially?
• What is the actual risk to an organisation that keeps the

business leaders awake at night?
• Where is that risk being driven from? Is it both the physical

and virtual infrastructure of the organisation that is at risk?
• How could an attacker best prevent an organisation from

conducting operations?
• What is the corporate attitude to risk tolerance and

specifically are the risks identified correctly?
• What is the organisation prepared to do to offset those risks?
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The hard bit is that there are no simple answers to the
above questions. The answers are complex. Yet, before
effective practical measures can be taken to offset and
remediate any risks, an organisation needs to assess all
the risks to which it is exposed and the way in which
that exposure materialises.
Once this is done, only then can organisations make
informed decisions about which threats and risks to
prioritise, and the level of resources they should deploy
to remediate the risk, if they are prepared to make
those investments, where those investments should be
made, and which resources should be deployed.

Also, each organisation is different. The threats they face vary, and their exposure to those threats is unique to their operations
and infrastructure. When deciding what to do about the risks they face, organisations should endeavour to deploy resources
which are both proportionate to the risk they face and are also in line with their corporate risk posture.
1. What constitutes a threat?
A threat is anything that could impact the organisation in a negative way. Either deliberately or accidentally. A threat could be
man-made (human error or initiated deliberately and maliciously by a threat actor). Or it could be natural, occurring due to
Mother Nature, or the inevitable wear and tear of parts. It could be sophisticated in its origin. Or very simple.
2. Where do threats come from?
An organisation is composed of many constituent parts. The larger the organisation, the more components it has. There are
many things which could go wrong naturally or by accident, and there are many constituent elements which could facilitate a
threat actor in the execution of an attack on an organisation. For example, a factory is dependent on machines, workers, raw
materials, power, computers, laws and regulation covering employment rights, health and safety, and the environment. What
happens if there is a power cut caused by a storm? What happens if a cyber-attacker switches the electricity off, launches a
ransomware attack on the computers, or stops the machines from working? What happens if the workers go on strike? Or if
there is a flood or earthquake? Or if a change in national legislation affects the operations of the organisation? All of these
may pose valid threats to an organisation and its operations but their origins and causes are varied.
3. What is a vulnerability?
A vulnerability is a weakness in a process, software programme, system or structure. Examples of this could include:
• a broken window or an environmental system that ventilates premises out of hours, allowing people into an office or factory
• it could be a dissatisfied worker who may leak key knowledge of systems
• it may be an exposed pipe that could be broken forcing failover to insecure backup systems
• it may be a flaw in a software system that has the potential to be exploited by a cyber-attacker or malware.
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Defence in ‘Breadth’,
not just ‘Depth’
Although security vendors have in recent years been keen to discuss the
requirements of implementing ‘Defence-in-depth’ strategies, increasingly
threat actors who encounter sophisticated cyber defences achieve the
same results using other avenues of opportunity and exploiting other forms
of vulnerabilities. Identifying all sources of risks, evaluating them, and
remediating them is critical, no matter what they are.
The need for a robust, repeatable threat led assessment programme
The threat landscape in which an organisation exists is continuously
changing, due to numerous factors which are in a continuous state of flux:
e.g. employees; buildings and infrastructure; competitors; regulations;
political environments; the assets of an organisation; hardware and
software systems; the capabilities and motivations of cyber-attackers; the
resources available within an organisation to defend against intrusion.
In response, organisations need to build and maintain a regular, robust and
repeatable process for identifying, analysing, monitoring and prioritising
risks that manifest from those threats. They then need to ensure that the
most appropriate steps are taken to mitigate those risks, and that these
steps are effectively implemented and resourced.
This last step is particularly important. For example, some organisations
identify cyber vulnerabilities, then organise for software updates and
patches to be deployed, but fail to adequately check that the patches have
been successfully implemented. If automated systems fail to successfully
deploy patches and this failure is not recorded and acted upon, significant
vulnerabilities may persist. Consequently, in spite of all efforts the
organisation will remain unknowingly vulnerable.
For many organisations undertaking a programme that identifies
risk through a threat led approach in such a way that findings are
understandable and actionable presents a challenge. Although they
recognise that a new approach to remediating security threats and reducing
risk is necessary, they lack the internal resources, skills and knowledge to be
able to design, implement and conduct such a programme.
For organisations who need such help, BAE Systems Digital Intelligence has
developed a phased programme developed over decades of working with
large enterprises and government organisations – including Government,
Military and Critical National Infrastructure organisations across the UK,
Middle East, US and the rest of the world.

4 // 12

STARA ® Moving from Security to Defence in depth and breadth

Threat actors
seeking to attack
an organisation will
do so through any
route possible: cyber
threats may only
be part of a larger
hybrid attack plan.
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The BAE Systems Security Threat
and Risk Assessment Methodology

STARA® is a unique and
repeatable framework
of services and tools
that seek to deliver
actionable insights into
the true vulnerability of
organisations to their
own specific technical
and physical threats.

Designed by BAE Systems and delivered in a
modular form that allows customers to invest at
their own pace, our subject matter experts define
the real threat an organisation faces, and assess
how this threat actually materialises as risk.
This may first be done through table-top analysis
of the technical operations, human behaviours,
physical facilities and/or supply chain, all enriched
by our Threat Intelligence insights, which can
then be demonstrated and proven on the ground
with our experts undertaking highly targeted
intelligence led physical and cyber intrusion
testing within the organisation.
STARA® delivers all results in easy to consume
reports with clear descriptions of findings and
actionable recommendations for change.

Developed over extensive engagements with our clients, and used internally to help assess
and defend BAE Systems - one of the most targeted companies in the world - our risk
assessment methodology is broken down into phases;

Phase One: Discover and Assess: What is the High Level
threat?

Phase Two: Understand and Review: Identifying the
vulnerabilities that drive risk.

Phase Three: Proof: Real world testing that simulates how
your attackers would behave.

Report and Plan: Data from these phases can be captured
in the STARA® analysis platform, reducing and controlling
the risk in the long term.
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At the highest level the methodology identifies the full spectrum
of risk and assets across the breadth of an organisation, covering:
• Physical: All tangible physical elements constituting a business

environment, its security architecture (i.e. buildings, walls, fences,
doors, windows, locks), and electronic hardware (CCTV, entry
systems). This includes evaluating the potential impact of hostile
electronic surveillance measures targeting the physical infrastructure
of an organisation.
• Personnel: Consideration of all human factors – behaviour, how

are systems used, policies, processes and procedures; business
and security training, security clearances, recruitment practices,
governance, managing insider risk, the use and handling of materials
and documents; including controls around the existence or use of
electronic devices within business environments.
• Information Technology (IT): Everything relating to information and

communications technology crucial to business operations, and the
defence of these systems. This includes:
• Securing software, hardware, telecommunications equipment and

communications devices; on-premises and cloud hosted systems,
products and services; establishing processes and controls to
protect the Confidentiality, Integrity and Availability of IT and the
data generated by, belonging to, or handled by the organisation.
• Practicing good operational security (OPSEC), and where

appropriate, deploying Technical Security Counter Measures
(TSCM) to identify and protect against Radio Frequency and
Electromagnetic compromise of IT systems.
• Operational Technology (OT): Securing hardware and software used

in monitoring or controlling enterprise and industrial operations
for example within Critical National Infrastructure (CNI), and the
defence of these systems, with a focus on ensuring the safety of
operations, the availability and reliability of systems, and the integrity
of commands that flow between the components of OT that enable
Industrial Control Systems and automated processes. This includes
practicing good OPSEC, and where appropriate, deploying TSCM
where appropriate to identify and protect against the compromise of
OT systems.
• Valuable Assets: Securing Information Assets (e.g. databases, system

documentation, Intellectual Property) and Physical transferable assets
of value (e.g. business equipment).
• Supply Chain: Consideration of the organisation’s supply chain

relationships with third-parties to ensure its resilience to attack, and
ensure partners may not become an attack vector.

For each asset a list of the applicable risks will be identified, measured and then prioritised so that focussing on the most critical
first, a suitable control can be recommended to treat the resultant risk. As the assessment proceeds all assets identified will be
included in an Asset Register, and all risks that are identified will be noted in a Risk Register. If any critical risks are uncovered during
the assessment phases, these are brought to the immediate attention of the customer so that urgent remediation activities can be
implemented if required.
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International Frameworks
BAE Systems has extensive experience in understanding which techniques, tools, standards or processes
to utilise, and which international frameworks to apply when working with clients in different markets,
geographies or areas of national importance.
In order to assess the level of security risk faced by an organisation and which international frameworks to
apply, the STARA® methodology is threat informed, vulnerability focused, and driven by the impact which
threats could have on an organisation.

A Shared Journey
In the early stages and as part of the discovery phase we will establish with the customer what the desired state of
a future targeted risk posture should look like.
The security threat and risk assessment will then help inform an organisation if it is paying due diligence to the risks
it faces, and if not, help guide them to achieving the most they can within the limitations they may experience.
Throughout the STARA® programme we will be sharing findings with the customer on an ongoing informal basis.
This helps keep the customer informed but also supports validation of our observations.
Having conducted the security threat and risk, an output of the programme will be to work with the customer to
define and provide them with an achievable roadmap of activity towards their desired final state risk posture.
The STARA® programme outlines a journey from a customer’s current state to an improved security posture with
reduced risk – not only ‘in depth’, but also across the breadth of the organisation.
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Why choose
BAE Systems to
support you in this
challenging time?
In today’s increasingly sophisticated and ever changing threat landscape,
much focus is given to improving cyber security as a way of reducing the
business impact of experiencing an attempted cyber attack. As threat actors
continue to demonstrate ability to succeed in disrupting or penetrating target
organisations, security vendors are also keen to seize the opportunity to
emphasise marketing concepts such as ‘defence-in-depth’, where successive
layers of cyber security make it harder for threat actors to succeed. However,
threat actors don’t rely solely on cyber activity to target really high value
organisations, and will seek to exploit vulnerabilities anywhere they may be
found. Increasingly these are to be found not within the fabric of a computer
network, but within the people or physical infrastructure of an organisation.
Unless these weaknesses are identified and addressed, technical defence-indepth will also continue to fail to protect as expected.
Therefore, before committing to any new security enhancements, the first
port of call for all organisations should be a comprehensive understanding
of the real security threat that details the true risk that an organisation is
exposed to across the breadth of its operations and infrastructure.
BAE Systems has a rich heritage of working with and for nations and
government organisations around the world to identify, assess, remediate
and manage risk wherever it may be found.
In this white paper we have at a high level outlined a security threat and risk
assessment programme, STARA®, and the methodology it follows. To learn
more about the BAE Systems STARA® programme, to start planning your
own security threat and risk management improvement, and to initiate your
journey in moving from ‘security’ to ‘defence in depth and breadth’, please
contact us.
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We are Digital Intelligence
BAE Systems Digital Intelligence is home to 4,800 digital, cyber and intelligence experts.
We work collaboratively across 16 countries to collect, connect and understand complex
data, so that governments, nation states, armed forces and commercial businesses can
unlock digital advantage in the most demanding environments. Launched in 2022,
Digital Intelligence is part of BAE Systems, and has a rich heritage in helping to defend
nations and businesses around the world from advanced threats.
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