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Introduction

International trade influences all facets of modern life. Its impact may be most obvious through the role it plays in
a nation’s financial prosperity, but equally important is its ability to shape relations between countries, technology
standards and human rights.
In today’s hyper-connected world “cyber security trade” (the supply of cyber security products and services) is an
increasingly prominent part of international trade. The trade in these products and services offer important benefits to
importers and exporters alike, which in turn develop their cyber power.
With the rise of cyber as an industrial sector it is no surprise that recent years have witnessed increased activity to
develop cyber power through industry and trade. Additionally it has been highlighted that “states are increasingly
exploiting the key position of some private industries in critical hubs of global economic networks to gain an advantage
over their competitors”.1
This is magnified further in the cyber domain, where industry, as opposed to government, owns a disproportionate
amount of intellectual property, data and digital infrastructure. Promoting international trade through these
corporations can enable states to enhance their cyber power.
Cyber exports can build national power through multiple dimensions. At the most simple level, cyber exports have the
ability to increase economic power by offering the exporter a chance to increase its share of the global market, and
offering the importer the ability to develop new capabilities and enhance its domestic industry.
Additionally, with instability and insecurity within the global supply chain’s coming under increased scrutiny in the
wake of Covid-19 and high profile cyber-attacks within the supplier base, cyber security exports provide additional
national security and power benefits by extending protection outside national borders into critical global partners. Most
importantly, cyber security exports offer exporters and importers alike the opportunity to create lasting bi-lateral and
multi-lateral relationships, which are more important now than ever before.
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“The tectonics of power are in flux”.2 After a sustained period of US hegemony global power is once again multipolar as
Fukuyama’s “end of history” is ironically at an end. This new geopolitical reality is increasing the importance that informal
partnerships and treaty alliances have to individual state power.
Everything in the world, including options for cyber security partners, however, is finite. Hyper-connectivity has enabled
advancements in global trade and communications while reducing reliance on relationships and opportunities within a
country’s geographical neighbourhood. As a result, nations, their partners and their global adversaries, are often vying for
influence in the same regions, the same countries and the same organisations.
Whether attempting to steer these third party nations towards adoption of either a global, democratic and open internet,
promoting a sovereign and restricted digital environment or any other agenda, nations are seeking to reap the economic
power benefits that may spring from closer partnerships.
As a result these outlying and newly courted nations, or so called “Digital Deciders”3 hold the keys to cyber power and the
future of the internet. Advantage in this competition therefore comes down to forming the strongest partnerships and
providing the most compelling benefits to one’s current and prospective friends and allies. International cyber security trade
offers an important differentiator in this race by providing multi-party advantage, for both the importer and exporter.
This paper will first examine the benefits of cyber exports as a route to enhancing cyber power for all parties engaged in
international trade. This is focused on four areas; economic growth, enhanced technical capability, collaborative action
and finally the proliferation of values, norms and standards. After setting out these potential benefits from the perspective
of cyber power, the paper turns to the ways in which nations can best act to maximise the chances of success in the
international market place through domestic action specifically in relation to the workforce, product development, the
removal of barriers and clear communication between industry and government.
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The benefits of international cyber
security trade
Growth market
International trade is big business. With every nation on the planet engaged with some form of international trade, in
2021 it accounted for a staggering $28.5 trillion.4
The financial importance of international trade to individual countries can therefore not be underestimated. Access
to international markets and trade between nations drives individual prosperity agendas. Cyber security represents a
relatively small but increasingly important part of this global behemoth.
In 2004 the global cyber security market was worth $3.5 billion, in 2021 it was worth between £140 billion5 and £185
billion.6 This growth has mainly been delivered by advanced countries. The UK alone has seen the value of its cyber
exports almost doubling from £2.08 billion in 2018 to £3.96 billion in 2019.7
As the march of technology continues and developments in quantum computing, AI, and the internet of things drive
further symbiosis between our physical and digital lives, the importance of cyber security and its market value will
continue to grow. By 2030 it has been predicted to be in excess of $500 billion.8 However, the benefits of this growing
market and the necessity for nations to be part of the international trade in cyber security are far broader and critical to
national security than the purely financial.

Close working relationships
with new partners introduce a
host of previously unforeseen
opportunities for cyber power to
increase.
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Enhanced technical capability
Cyber trade can increase the technical cyber power of both the importer and exporter. Simplistically, the importer
increases its cyber capabilities through access to the latest technologies and services. This can be magnified further
through exporters offering importers the ability to move from consumers to eventual producers. Such transfer of
capabilities does not, however, blunt the exporter’s cyber power, in fact it enhances it.
By promoting sovereign capability through trade, exporting nations are, in effect, adding members to an established
team. This opens up the possibility for the exporter to scale back their own activities in certain areas allowing for cost
savings, or more prudently refocus onto other pressing issues – both sharing the combined load and also covering a
broader threat spectrum.
Precedent for this has been set in the export of military hardware, as a recent analysis on the impact of defence
exports and domestic budgets illustrates.9 Since the end of the Cold War “democratic countries reduced their military
expenditures in response to arms transfers to other democratic countries with whom they were aligned” as such trade
resulted in a positive security externality.10 Export of cyber capabilities could have a similar trickle-down effect.
Close working relationships with new partners introduce a host of previously unforeseen opportunities for cyber power
to increase. At its most basic, feedback loops can be developed to allow exporter capabilities to be upgraded and
improved.
When taken further, increased working between partners allows not only for the seeding of local industry but also
increased innovation in relation to the exporter - maintaining and increasing innovation through diversity of thought is
of the upmost importance in battling cyber security challenges.
Joint development contracts with importing nations that include significant knowledge transfer do not just entail
learning in one direction, but also return knowledge to the exporter, promoting the generation of new intellectual
property that would not have been realised in a closed internal loop. This innovation fuels further development of
defensive and offensive capabilities that build up a nation’s cyber power.
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Collaborative action – A whole of alliance approach
In addition to cyber power being developed through industrial innovation, the possibility also exists for a direct increase in technical
cyber power for the exporter and the importer as a result of cyber security trade. This can be realised through further broadening
cyber responses to become a ‘whole of alliance’ approach.11
Once the secretive preserve of clandestine agencies, governments have increasingly brought cyber missions, techniques, and the
agencies themselves further and further into the open. This has been driven by the magnitude of the defensive cyber mission facing
most nations and the resultant need to adopt strength in depth approaches.
This strategy of openness has evolved first from security agencies to include domestic cooperation and participation with other
organs of state in “whole of government” approaches. These have then evolved further through public-private partnerships and
engagement with private citizens in an attempt to mobilise a “whole of society” / “whole of nation” approach , but it should not
stop there.
In a hyper-connected world defences are needed outside the homeland and traditional cartographical boundaries. For cyber power
to be truly extended, international cyber security trade should be used to enable an extension of the “whole of society” cyber
security doctrine to a “whole of alliance” approach.
Nations are working closer together to bolster defences in the face of rising aggression in a “whole of alliance approach”. Joint
defensive awareness campaigns by agencies within the 5-Eyes intelligence partnership are testament to this but more can be done.12
Engaging in integrated trading relationships, partners and allied nations can help develop a network of cyber security and threat
intelligence. This enhancement of national systems through export opens up more information sharing as common platforms can be
assured more easily and secured more efficiently. It also promotes interoperability.
As highlighted earlier, the sharing of both tradecraft and technology bolsters the capabilities of importing nations. This enables
combined responses and united defences and allows for joint missions to be executed with greater ease and potency.
Actions such as hunting forwards can become seamless, enabled by common standards and shared legislative norms. In addition to
the technical power offered by this approach, the soft power of each nation will also increase. This can build with a network effect.
The more seemlessly countries can interact, the better the possibility for additional members to join common network of mutually
aligned countries, all reaping the benefit of the increased number of countries in the network. Adversaries will be dissuaded from
aggression against a united collection of nations and potential new partners will be persuaded to join.
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Effective mitigation of complex national cyber threats
The global nature of threats will never regress. No country or person is completely separated from the rest of the world and what
happens on the other side of the planet impacts us here as well. The truth of this has been reinforced in the past 20 years with global
recessions and, most recently, by the Covid-19 crisis and conflict in Ukraine. The fragility of supply chains and the dependence that
complex economies have on their trading partners has come to the fore.
Supply chain fragility can be exploited by hostile state actors or cybercriminals looking to weaken their adversaries in a third state,
and it is an attractive target. But the cost and time required to traverse through carefully crafted cyber security defences in nations
with advanced cyber security is forcing malicious actors to find other areas of weakness.13 Poorly defended global supply chain
partners offer the opportunity to sidestep durable cyber defences and reduce power of an adversary indirectly.
It is vital to recognise the role of trading nations in the security of one’s own national security. With attacks against key suppliers,
transport and CNI of partner countries posing such a threat, cyber security exports should be used to devlop partner nation defences
in recognition of their ability to mitigate this risk. In doing so they not only make the importer more secure, but by closing vulnerable
vectors in the global supply chain, also bolster the cyber power of both partners.

The global nature of threats
will never regress. No country
or person is completely
separated from the rest of the
world and what happens on
the other side of the planet
impacts us here as well.
Supply chain fragility can
be exploited by hostile state
actors or cybercriminals looking
to weaken their adversaries
in a third state, and it is an
attractive target.
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Alignment and proliferation of values, norms and standards
Building alignment through export can enable the power that comes with shared
values, norms and standards. This is true in most export sectors but it is markedly
central to cyber security trade due to its nascent nature, a divergence in global values,
a lack of defined norms and the ever-changing standards that sit at the core of each
technological advancement.
Whichever nations populate these normative blank spaces and respond to these
evolving changes with their versions of cyber truth, will hold significant cyber
power for years to come. With more and more people connected to the internet,
exponential increases in the ‘internet of things’ and smart cities, combined with
the growing sophistication and prevalence of AI, the ethical and social values that
underpin cyber security should be of the upmost importance for everyone on the
planet, as well as being sources of power for those that control them. The global
digital destiny will be in their hands.
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Values
When reduced to a basic construct, the future of the internet is balanced between two opposing views.
These sit at different ends of the debate on whether technology should prioritize protection of the state or
the individual and, more specifically, concerns the interrelation of the “value clusters”: “security”, “privacy”,
“fairness” and “accountability”.14 One view led by signatories to the Declaration for the Freedom of the
Internet, favours a free and open internet.15 The other is formed by those proposing “internet sovereignty”16
where the increased state control limits global and domestic interaction for the sake of security.17 Advantage
in this competition can be delivered through cyber trade.
Increased trade between nations allows for enhanced two way communication as government and industry
interact on a more frequent basis. The role that communication plays operates at a fundamental level in the
promotion of cross-cultural understanding and values promotion, and can vary in the cyber domain from
tradecraft and technical expertise through to procured specialist information such as threat intelligence.
Developing export opportunities which work towards the long-term sovereign capability of the importer,
through knowledge sharing and an stablished ex-patriot supplier presence, increases opportunities for
communication and as such promotes strategic alignment on both how capabilities develop in response
to the perceived threat as well as shared values in the space of cyber defence and security – more so than
other models.
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Technology standards
Values can also be deeply embedded in technology standards, making them
crucial to the development of cyber power in export, and standards are key to
building closer economic and security ties. Cyber standards establish baseline
criteria for what is acceptable, promoting good practice and help make those
who adopt them more secure.
A common set of standards enables countries to build closer economic ties in
the knowledge that information that is transferred will be treated in the same
manner as it is in the exporting nation – and thus exportable systems are more
likely to comply to the expectations of the importing nations. As more countries
pick up and use such standards, it could also act to increase the probability
of these nations voting as a bloc on future technology issues and standard
development in international fora.
Common standards adoption can also create a force multiplier effect. Following
the establishment of its sovereign capabilities, the importer can then in turn
become an exporter, delivering and further expanding the same principles and
standards to new markets and nations they can access, again promoting input
from further participants and developing the standards.
While a somewhat idealised process, this approach can serve as an extension
to the original objectives of the established standard bodies to support the
advancement and growth of technology.
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Cyber norms
Shared understanding and cooperative development of cyber technology and processes can aid alignment
between states and promote power projection with relation to cyber norms. We live in a time where
regulation has increased across society. This is largely to make life safer and protect national interests, yet
cyberspace, the single most important advance of the last 100 years, is largely unregulated and lacking
international agreement on some of the most basic concepts.
While on the one hand this is unsurprising – the current norms of war were only established in the mid
twentieth century – the lack of clearly established cyber norms is allowing hostile actors to attack countries
at will. Attempts to gain meaningful consensus to date have failed due to no consensus because of a lackof
agreement and veto powers in international fora. Nations must therefore look at complementary activities to
bolster these efforts. Cyber trade offers one such route of building consensus around cyber norms through
the technology that embeds them.
One key factor in any transfer of capability is the technical tradecraft and technical ethos that underpins it.
As a result, when delivering contracts abroad, the exporting government and industry delivery teams are all
now actively engaging with importing governments and associated industry on how these cyber capabilities
are safely and appropriately utilised, such as implementation of separation of duties (two-person rule) on
sensitive tasks or activities which require oversight.
This offers the opportunity to collaborate on norms like due process and protection of human rights, and
also allow for the influencing of international thought on the subject. In a global context, discussion and
development of these concepts is a multidirectional process of discussion, refinement and deployment,
building consensus at international fora for more nations to act in unity to prompt shared values, increasing
the power of those nations.
Engaging in such a way nations are able to promote their core values and norms while keeping to and trying
to advance important democratic principles on the global stage.
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Foundations of trading power – Government support and indigenous capability
Before cyber power can be exported it must first be developed. The relationship between government and industry is vital to the
creation and projection of cyber power through trade. Cyber power can only grow through the development of a domestic cyber
security workforce, the productisation of scientific research, the removal of barriers to trade, and clear communication of geopolitical
strategic goals between government and industry.

Developing the cyber security workforce
Cyber security is an multi-disciplinary and rapidly changing field with heavy reliance on STEM skills. As a result there is a global cyber
skills shortage. According to (ISC)2, the cyber skills gap is so large that the international workforce needs to grow by 65 per cent to
effectively defend critical assets around the world.18
National shortages of cyber professionals mean that states are unable to adequately protect themselves. This also directly affects
international trade of cybersecurity products and services. A lack of cyber expertise will limit export opportunities if cyber
professionals are fully utilized on domestic demand, an area prioritised by government for national security interests and also by
industry due to typically lower cost and lower risk.
To close this gap government and industry need to work together across a number of initiatives. These should look to fill short-term
gaps by working together to bring foreign talent into the domestic jobs market through targeted and favourable visas. Additionally,
they must partner to solve the problem by together increasing the number of STEM students in underrepresented demographics
through dedicated and sustained interactions with these communities.

Productisation of Research
Successful cyber export is also reliant on innovative cyber security products that can generate demand and compete in the rapidly
changing and increasingly competitive international marketplace. The public and private sectors need to work together to stimulate
and promote this innovation.
Starting with research and development at universities and within corporations, Dr Ian Levy of the UK’s NCSC has highlighted that
government interaction needs to go beyond enablement of the raw science. Governments need to invest beyond the underlying
science that is the bedrock of future capabilities, and they should also be the key player for the transition between research and
production.19
As the prime consumer of advanced cyber security technology, government should be the customer of first resort to drive this
innovation. This will also increase interoperability which is key to export success. Interoperability, in turn, should allow for the
development of national ecosystems of cyber security technology, which can be leveraged in the market through providing holistic
and cost effective solutions to would be partners.20
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Removal of barriers
Even with the best cyber security professionals and world beating products, cyber security exports will still fail should there be
barriers to market entry. Governments can increase cyber exports in several ways.
Firstly, export could be aided through the free of charge use of co-developed intellectual property. Levies and licences placed by
governments on domestic companies to export co-developed products return little financial benefit to treasuries, but handicap
exporters that try to export in contested and price sensitive space abroad.
Secondly, defensive restrictions on export and imports, such as taxes, duties and inefficient export control procedures, can
disadvantage both exporting and importing industry. To help realise cyber power both importing and exporting governments must
create business friendly policies in regard to international cyber security trade.
Finally, industry is often hampered through a lack of knowledge of export opportunities and market access. Governments wishing
to increase cyber exports can facilitate trade through facilitating sustained interaction between domestic industry and partner
governments.

Clear Communication
Beyond the glossy pages of policy documents and the inevitable image of a padlock imposed on some circuitry, governments need to
engage with industry to develop trade plans based on power creation and projection.
For successful trading relationships to be established both the importing and exporting governments need to be clear on their
priorities with industry. This should most importantly cover technological development. Exporting industry should be working with
government to produce bespoke technologies needed for national defence to solve unique issues and provide solutions to generalised
and specific problems.
The latter could be tailored versions of unique domestic capability or entirely new capabilities. Importing governments also need a
clear and prioritised understanding of areas in which they believe their county’s cyber security sector needs to develop.
Combined with this, across the board, there should be clear communication on foreign policy objectives so that industry can be
mobilised and act alongside government in a whole-of-nation approach when dealing with foreign partners. Without these cyber
trade as a strategic tool is blunted.
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Conclusion
International trade is a tool of statecraft that offers demonstrable advantage. This power is nothing new. For centuries,
international trade has been one of the defining characteristics of city-state, national, and imperial power. It increases
economic power, expands regional and global reach of a nation, forges alliances based on economic and cultural
exchange, as well as enhancing security between partners against common adversaries.
With the rise of cyber as an industrial sector it is therefore no surprise that recent years have seen increased activity to
develop cyber power through industry and trade.
Promoting international trade through these corporations can enable states to increase their cyber power, as well as the
cyber power of allies. Before this can be achieved, however, government and industry must work together to develop the
people, products and procedures to enable effective trade.
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We are Digital Intelligence
The UK security and resilience sector is world renowned, and along with Defence exports,
has long been recognised as an export opportunity for economic growth; however it is
distinct from Defence exports, particularly in that it is a sector largely dominated by small
to medium sized enterprises (SMEs).
The recently published Integrated Review places strengthening security and resilience at
home and overseas at its heart. The sector is therefore well placed to help strengthen the
security and resilience of our partners and allies, and as a valued capability it could help
expand UK influence abroad in a post-pandemic and post-Brexit era.
The UK Government already uses security and resilience SMEs to delivery capacity
development to partners and allies, but the scale of its interventions are limited by its
ability to manage and integrate the work of multiple SMEs.
This White Paper proposes a new delivery model for international capacity development
projects that would expand HMG’s ability to run large-scale multi-supplier security and
resilience projects in parallel.
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