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Introduction
Over the last decade cyber threat intelligence has emerged to be critical to all components of effective cyber security.  

The challenge that has emerged is the sharing of actionable intelligence with the right people in a timely manner.  When scaled up such that many organisations need to work together, there becomes a need for a trusted ecosystem, and furthermore the effective operationalisation of 
intelligence requires more than a unidirectional flow of information outwards from a national authority.  Through active management of intelligence, continual collaboration between peers and effective stakeholder engagement an ecosystem will become greater than the sum of its 
parts.

The BAE Systems ecosystem is based around a suite of proven commercial off-the-shelf (COTS) platforms underpinned by established processes that encourages the collection, collation, analysis and dissemination of intelligence across a community. As with any aspect of cyber security 
it is this successful partnering of people and process that leverage good technology that differentiates success from failure. 

We typically meet national cyber security authorities who say:

• “We have built up our own cybersecurity capabilities but we must now 
offer greater support to weaker sectors”

• “Industry is not sufficiently equipped to defend itself, and private sector 
providers can only go so far”

• “We still to find it difficult to continuously engage stakeholders across 
industry”

• “There is no mechanism for peers, government and organisations to 
share threat intelligence and collaborate” 

• “We must set the standard for ‘known bad’ and share a national 
baseline set of indicators to industry and CNI”

• “There is no single place for professionals to seek advice or help on IOCs 
and malicious behaviour observed but not yet understood”

This feedback led to the creation of the ecosystem to support and encourage 
the effective and enhanced use of threat intelligence at scale. 

The BAE Systems turnkey solution offers a quick and easy solution in support 
of these challenges:

• The operationalisation of intelligence in our national cyber threat 
monitoring solutions as well as within enterprise cyber operations

• Provides a low risk and proven solution that enables national 
collaboration and forms a feedback loop between government and 
industry

• Enables national authorities to share threat intelligence with all sectors 
in an efficient and effective manner, uplifting members to a minimum 
national baseline

• Permits outreach to sectors that otherwise might be left behind - and 
more importantly provides a means for feedback - in order to drive 
engagement with both their peers and the national authorities.

• Offers a low cost answer to key challenges with a disproportionate 
return on the investment

Secure Network Bridge
The Secure Network Bridge is a hardware-enforced platform for secured bi-
directional data exchange designed to integrate directly and natively with systems 
such as MISP. Built with isolated microservers, the network domains are linked 
only via a proprietary multi-diode interconnect.

Threat Intelligence Platform
Analyst-centric threat intelligence platform 
based on STIX/TAXII that meets the full 
spectrum of intelligence needs.

Collaboration Platform
Cyber-security information sharing 
platform designed for secure cross-
organisational collaboration and 
collaborative intelligence analysis.

Relationship Management
CRM driven approach to the collection, management 
and analysis of organisations of concern or interest, 
and capture of related key incidents and events.



BAE Systems Digital Intelligence is home to 4,800 digital, cyber and intelligence experts. 
We work collaboratively across 16 countries to collect, connect and understand complex 
data, so that governments, nation states, armed forces and commercial businesses can 
unlock digital advantage in the most demanding environments. Launched in 2022, 
Digital Intelligence is part of BAE Systems, and has a rich heritage in helping to defend 
nations and businesses around the world from advanced threats.

We are Digital Intelligence
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