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As countries joust for competitive advantage, the terrain has 
now moved beyond the traditional battlefield. Here, Bertie Kerr 
considers the wider strategic context as clashing doctrines, 
approaches and values ricochet across cyberspace.

The current strategic environment is one of 
renewed competition between nation states. The 
UK and its allies face an array of challenges from 
those who oppose the West’s liberal democratic 
ideals, who reject open markets and societies, 
and who scorn accountable government and 
institutions. 

The new era was presaged in the British 
government’s Integrated Review of Security and 
Defence, published last year. It described a clash 
of values that is playing out above and below the 
threshold of open conflict, where authoritarian 
governments employ a gamut of measures to 
intimidate their near neighbours and undermine 
their strategic opponents in the West. 

As a result, in recent years we have seen the 
reality, or even the threat, of interference 
with election systems and government 
databases cause major problems

Eyes on 
cyberspace
This clash often takes place in or through 
cyberspace: authoritarian countries oppose a 
free, open, peaceful and secure cyberspace per 
se, but also use that dimension to achieve real 
world effect. 

Whether it be the alleged hacking of in-boxes 
of elected officials, or elections themselves, 
the aim is to undermine the trust people hold 
in the democratic process and the institutions 
that underpin it. In turn, this helps expound 
the world view that the West is failing, that 
democracy does not imply good – nor even 
legitimate – governance, and claims of the 
superiority of the democratic system are false. 
The deceit is targeted at these regimes’ own 
citizens just as much as it is at ours, lest they 
start pressing for reform.

The modes of attack can vary, but all target 
the trusted two-way flow of information 
between citizens and institutions, a critical 
dependency for good governance. Malicious 
actors can attack the confidentiality, integrity 
and availability of such information flows for a 
variety of motives – for profit (as in ransomware 
attacks), for domestic political ends (so called 
“hacktivism”), or as part of conflict between 
states (in the form of espionage, information 
operations and hybrid warfare). 

As a result, in recent years we have seen the 
reality, or even the threat, of interference with 
election systems and government databases 
cause major problems for even the world’s 
most institutionally robust and established 
democracies.

Cyber attacks and disinformation campaigns 
help the West’s adversaries drive a wedge into 
existing fault lines in societies, undermine 
trust in government, critical services and the 
media, and divert the attention of police and 
intelligence services, consuming resources.

“

”
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A national cyber security strategy
Due to the highly interconnected nature of information systems, in order to secure itself against such threats, a nation needs to have a 
comprehensive cyber security strategy, backed up by institutions with the people, processes and technologies needed to act on them. This 
encompasses a range of topics, which BAE Systems advocates as part of the remit of a “blueprint” National Cyber Security Agency.
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As examples of the type of interventions that could be included in such a proposition, we suggest the following (whilst noting these need 
to form part of a wider set of national cyber security initiatives):

Electoral system security threat and risk assessment. We propose a comprehensive risk 
assessment of the national electoral system, identifying physical, technical and socio-technical 
threats, and proposing remediations. As well as identifying and remediating security threats, 
this exercise should produce reporting to help build confidence in the integrity of the system 
amongst the public.

Exercising response to cyber security incidents affecting governing institutions. This 
activity could take the form of either an in-person or virtual cyber incident response exercise, 
simulating an attack on a process or system critical to government, such as an electoral system. 

Rather than a deep technical exercise, it would focus at the level of governance and decision-
making within national institutions. It would bring together multiple different organisations within 
the cyber security ecosystem into an interactive, structured exercise where their readiness and 
response could be assessed and improved. 

In our experience, this type of exercise will typically lead to a series of specific recommendations to 
improve preparedness, update policies and enhance inter-organisational cooperation.

Research into the prevalence and impact of online disinformation. Hostile state actors 
have been shown to manipulate sentiment and sow disinformation to achieve political ends. 

Identifying and acting upon such disinformation is highly challenging, not least because it is 
critical that steps taken by government to mitigate the risks of disinformation do not overstep 
the mark and restrict citizens’ freedom of expression. 

We would provide an analysis of activity on social media using OSINT techniques to improve 
understanding of the threat and identify potential countermeasures. OSINT data collection and 
analysis techniques, accompanied by media analysis (e.g. identification of deepfake videos or 
altered images), could highlight the current prevalence and impact of such tactics. 

Cybersecurity capacity building for e-government service providers. Knowledge transfer 
of good security practice (including risk assessment, remediation, penetration testing and incident 
management) to institutions responsible for managing internet-facing government websites and 
services. 

This could include training, definition of roles, responsibilities and processes, recommendations 
of open-source or low-cost tooling, and provision of proven methodologies and checklists. Trust 
in the online services with which citizens interact (and to which they may be asked to entrust 
their most sensitive data) is a critical dependency for citizen participation in many other good 
governance programmes.
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Power lines
Today, a number of hostile 
regimes are in a battle for 
survival and are engaged in a 
constant effort to prove the 
legitimacy of their power. A 
significant component of this 
battle is meddling with the pillars 
of democracy to support the 
narrative that the West is failing, 
and that their way of rule is 
superior.

Meanwhile in the West, the 
information age has enabled 
significant improvements to the 
transparency of government, to 
the efficiency of administration 
and to the availability of 
centrally managed services. 
These benefits come with new 
risks and vulnerabilities, and as 
governments and institutions 
transfer more services online 
they create opportunities for 
malign cyber activity that must 
be secured.
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We employ a skilled workforce of 82,500 people in over 40 countries. Working 
with customers and local partners, our products and services deliver military 
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