
Trust, Actually

Scrolling through the news rarely makes for an uplifting experience these 
days but, like a cup of strong coffee, it remains an essential part of my 
morning routine. It’s a lifelong habit – I just like to know what’s going on 
out there. And if I can do so with a cup of joe by my side then all the better.

One news story I’ve been tracking of late has been the government’s 
proposed overhaul of the UK’s data regime, post EU-Exit. Now this, 
admittedly, may not sound too sexy on first glance but it could hardly be 
more important. 

Data, after all, is the fuel which increasingly propels the global economy. 
Think about it – the apps we use, the entertainment we stream, the 
services we receive – both public and private – all rely on data. It’s not 
just us as individuals either. From supporting law enforcement to driving 
trade, facilitating scientific research to strengthening cyber security, data’s 
ubiquity cannot be underestimated – which is exactly why any proposed 
change to the laws governing its use deserves our close attention.

Of particular interest is the potential removal of the right to have a human 
review of some decisions made by computer algorithms. This would involve 
rewriting or erasing Article 22 of the EU data protection regulation, which 
the UK absorbed into its laws, but is now seen as vulnerable because 
some believe it makes it too burdensome for organisations to use artificial 
intelligence (AI) to automate routine processes.

As I write, a ten week consultation is underway and time will tell what 
finally emerges. However, this whole episode is a vivid reminder of the 
pivotal role that algorithms now play in the economy and society more 
widely. It also underlines that while algorithms are here to stay, they remain 
a source of ongoing controversy – which is often rooted in a fundamental 
lack of trust.

So what – if anything – can be done about that?

Trust and data rarely go hand in hand but that doesn’t 
mean they are always destined to be locked in dispute. 
Here, Nicola Eschenburg examines how generating 
greater trust in data offers the route towards 
strengthened citizen outcomes.

Life at the centre
In a way, it’s slightly surprising that algorithms have maintained this cloak of controversy. I know we’ve all seen many a Hollywood 
blockbuster where AI machines run amok but away from the big screen, I can think of abundant examples of where such technology has 
been a force for good – accelerating cancer screening, combating world hunger and tackling climate change all spring to mind.

But perhaps therein lies the issue. Their sheer prevalence mean that it’s all the more important that we know, understand, and trust their 
output. This is particularly pertinent when AI is deployed to make critical decisions that can adversely affect individuals – such as banks and 
other financial services organisations using it to deny loans and credit card applications or, God forbid, it misdiagnosing a disease or illness.

I’ve written elsewhere about the importance of context when it comes to trusting data, and I’ve also talked about the three layers of trust: 
dispositional, which refers to an individual’s enduring tendency to trust automation based on culture, age and personality; situational, 
meaning the specific context; and learned, which is based on past experiences relevant to specific system and its ongoing performance. 

But what about the practical application of data? What does all this look like in the real world? Let’s take a look at a couple of specific 
examples of how greater trust in data holds the key to delivering improved citizen outcomes – starting with law enforcement.
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We’ve learned that 
trying to get trust in data 
and algorithms is not 
necessarily a matter of 
mind over heart. You’ve 
got to win people’s hearts, 
as well as minds. Just 
saying ‘this is how the 
algorithm works, trust me’ 
is not good enough.

“

“

Predictive policing 
Let’s face it, we’ve all got a stake in creating an effective 
system of law enforcement. Everyone is likely to be a victim 
of crime at some point in their lives and so policing, in all its 
forms, should be a priority for all of us. But that doesn’t make 
it any easier to achieve.

A friend of mine from university happens to be a police 
officer. I’d like to think that being my housemate was helpful 
preparation for a role which demands teamwork, good 
judgement and a willingness to be out all night on weekends 
and public holidays. But the reality is that life on the beat is 
clearly not for the faint of heart. It’s not just a case of dealing 
with crime after the event, it’s also about preventing it from 
happening in the first place while adapting to a ‘do more with 
less’ environment. Not easy. 

Technology, however, has increasingly come to the fore 
in recent years – not only in areas such as digital case files 
and automatic license plate scanning – but also through 
predictive technologies which utilise strategies, algorithmic 
technologies, and big data to generate near-future predictions 
about the people and places deemed likely to be involved in or 
experience crime.

Sounds good, right? I mean, if technology can help 
crack down on crime then that’s all for the better surely? 
Unfortunately, it transpires that many officers are reluctant 
to use these technologies, primarily due to scepticism and 
resistant attitudes about their veracity. 

Maybe this is understandable. I can certainly understand 
why a veteran police officer who has long patrolled his or her 
beat, living and breathing their patch, might flinch when an 
algorithm comes along and, in essence, tells them how to do 
their job differently.

Overcoming such issues won’t come easy but it can be done, 
starting with the creation of a good working relationship 
between the data analysts and police officers. Theory is 
all well and good but theories change when they come 
into contact with reality – that’s why analysts and police 
officers need to be talking and creating a system that is                       
actually successful. 

It’s also down to a question of positioning. While there is 
bound to be nervousness about being taken over by the 
machine, predictive technologies should be viewed as a 
decision support tool – something that gives guidance, rather 
than explicit instructions about where to go and what to do. 
After all, very few of us – if any – want to be micro-managed 
by an algorithm.

Black box algorithms
Another area worthy of close inspection are black box 
algorithms. The problem is that in these cases, humans, even 
their designers, are unable to understand or identify how 
variables are being combined to make predictions. 

In other words, they introduce opacity to decision making – 
users can’t prove that the output isn’t corrupted. Prisoners 
might be unfairly accused of being at high risk of recidivism, 
for example, and this impacts their parole decisions, and 
this sows distrust in the system. Equally, as one European 
government found, purely open algorithms run the risk of 
being reverse-engineered, or not being effective enough 
due to the limitations this places on the model design. For 
algorithms to be socially acceptable, ethical risks need to be 
demonstrably addressed, and biases accounted for.

So, what can be done? The key thing to remember here is 
that it’s hard to inject greater transparency without ruining 
the actual fundamentals of the algorithm. That’s because 
there is always a risk that one individual or organisation may 
use the greater visibility as a means of gaining competitive 
advantage – thereby ruining it for everyone else. And that, in 
essence, is the challenge. Somehow a balance has to be struck 
because without one, algorithms can lose their efficacy and 
then individuals and organisations alike run the risk of losing 
out on this data. 

For me, striking that balance comes down to considering 
the practical versus ethical nuances. We all know about the 
automated car test dilemma – does it mow down the granny 
or the young child when push comes to shove - if neither 
answer is acceptable and there’s no conceivable third option, 
then perhaps we’re not ready for truly automated vehicles. 

On the other hand, if opaque algorithms can be used to 
improve soil quality and crop output, and no-one’s going 
to get hurt in the process, then does it matter how that 
decision is arrived at? (Of course there’s then a national 
security concern over those algorithms but that’s another                    
discussion entirely.) 

We explored the concept of testing the algorithms to see 
if they’re producing the expected output, and if not, why 
not, following the thinking of another new product we’re 
developing to test financial crime detection systems. 

I could see a similar model working for other fields and indeed 
there are products already out there that do just this (my 
concern with a few of them was that you’re simply adding a 
black box onto a black box) – in theory, if you have a suitably 
complex pool of synthetic data where you understand all the 
variations and parameters, you should be able to test whether 
your algorithm output is what it ought to be.

For humanity to really harness the power of the digital revolution and 
reap the positive dividends that are so tantalisingly on offer, there needs 
to be a greater understanding of the user – their hopes and fears, their 
needs and requirements.

“ “

Taking trust forward
When I and my colleagues in the BAE Systems Futures Team started this research, our working hypothesis was that testing was the way to 
increase trust in algorithms. That’s not incorrect but it’s inseparably a culture and user experience issue too.

We’ve learned that trying to get trust in data and algorithms is not necessarily a matter of mind over heart. You’ve got to win people’s 
hearts, as well as minds. Just saying ‘this is how the algorithm works, trust me’ is not good enough. It really comes down to either working 
with, or understanding, the people who are going to be using them. Algorithm designers, and their proponents, need to appreciate what 
the user’s reservations might be and what might be the barriers – cultural, societal, intellectual and emotional – that are stopping the wider 
adoption of these technologies. 

So yes, the technology is evolving at an exciting rate – it’s amazing to see the latest digital advances cascading down the pike – but this is 
not the be all and end all. 

For humanity to really harness the power of the digital revolution and reap the positive dividends that are so tantalisingly on offer, there 
needs to be a greater understanding of the user – their hopes and fears, their needs and requirements. Only then will trust take deep and 
permanent root across the digital landscape.
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