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The key to undestanding consumer nuances 
to inform data strategies 

Tackling the data 
‘privacy paradox’ 

Navigating the privacy paradox: trust and context
For me, it’s about recognising upfront that data privacy is a nuanced issue, and there isn’t necessarily a perfect answer. While 
privacy paradox studies often conclude with ‘consumers say they value privacy, yet exhibit behaviours that at times contradict this 
preference,’ I question whether it is the whole story.

Are consumers downplaying privacy risk and displaying complacency, or are they making active choices and trade-offs in specific 
contexts about risk versus opportunity and their perceived level of trust in the organisation?

The optimistic data strategist in me thinks the latter: data and its opportunities and challenges have been mainstream news stories 
for the last few years. The pandemic has shone a bright light on the use and sharing of data, and one where now the ethics of our 
data forms part of our own personal ethics arsenal. 

But what does this mean for banks and other financial institutions? To help you and your organisation explore the privacy paradox 
as part of your data ethics discussion, we have put together five workshop questions you can explore and reflect upon within your 
teams:  

• Does your organisation champion privacy as a competitive advantage, and how can your organisation shift from privacy 
being a ‘defensive activity’ to being an offensive one within your data strategy? 

• Do you agree with the statement ‘customers can’t trust you if they don’t understand what you’re up to?’

• Does your organisation provide easily accessible, visible, and transparent customer facing communications around privacy 
policies? [For this workshop question, we recommend printing a set of your organisations public-facing data policies, for 
example, ‘Cookie Policy, consent preferences, and sign up terms and conditions] 

• Does your organisation inform customers on how their data is used?  

• What’s the quid pro quo; why should customers want to share their data with your organisation?

With organisations hoovering up huge amounts of customer data, it’s not enough to provide a clunky, jargon-heavy privacy notice 
and bury a privacy policy in the depths of your website. While fuzzy and opaque data privacy practices may offer a short term 
advantage, it undermines customers’ trust, damaging longer-term competitiveness.

Organisations need to educate their customers, and provide the context to help them make those informed case-by-case 
judgments whether to share their data or not. In an information age, access to data is a table stake, and trust and context allow 
you, as a company, a place at the table.

For more insight on data ethics and how to go about developing a framework for your organisation, our ‘Introduction to Data 
Ethics’ complimentary report is available for download here.
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Say hello to the ‘Privacy Pragmatist’
It’s an often misunderstood concept that data privacy is a new thing, one that came into existence with the tech juggernauts, the 
shift to online, and the rise of social media. In reality, almost 30-years before the first iPhone, a legal scholar Alan D. Westin defined 
what the right to privacy might look like in the incipient data age. 

In 1978, Westin conducted over 30 privacy surveys, giving rise to his well-known privacy model, segmenting consumers into one of 
three groups1.

• Privacy Unconcerned: People who consider the benefits they may get from sharing their information are more significant 
that the possible threats.

• Privacy Pragmatists: People who sit between two camps and weigh the pros and cons of whether to share information 
on a case by case basis, 

• Privacy Fundamentalists: People who are most protective of their privacy.

In his studies, Westin discovered that most people identify as a ‘Privacy Pragmatist’, holding the view that businesses, organisations 
and government should earn trust rather than assume automatically that they have it. 

While numerous research studies have since critiqued and added colour to Westin’s model – from factoring in data literacy and an 
individual’s level of privacy knowledge to accounting for the economic paradigm of perfect information – it doesn’t take away from 
the theme of trust. For organisations, this theme of trust and the importance of building trust through ethical data practice is a 
table stake.

Context is everything
Trust isn’t an abstract concept; it’s a tangible asset with the ability to impact your 
bottom line. Economic research commissioned by the Open Data Institute found 
that “an increase in trust does correlate with an increase in data flow, leading to an 
increase in value created”. The research also found the opposite to be true, that a 
loss in trust correlates “with a reduced data flow and a reduction in the potential 
value created”, something Facebook experienced following the Cambridge 
Analytica controversy.

Building trust takes time, and, as my colleague Nicola Eschenburg has pointed out, 
it is hard to gain, but easy to lose. This is where the role and importance of context 
come into play for Financial Service organisations exploring ways to grow their data 
trustworthiness with customers.

Everything you, your friends, family, and customers all do is influenced by the 
context in which you do it, and behaviour is predominantly dependent on context. 
Empirical research across law, economics, psychology, and organisational behaviour 
has demonstrated the context in which our actions take place plays a significant role 
in the behaviours and choices we make in the here and now.

Context can be many things: it can be external or internal; real or imaginary; subtle 
or obvious; conscious and unconscious. This point that our behaviour is dependent 
on context and varies according to the situation can be seen playing out within 
the data privacy space. For example, we see that consumers often display different 
sensitivities when discussing their medical, financial, and family information 
compared to when talking about products, brands, and social media, making those 
‘Privacy Pragmatic’ ad-hoc case-by-case assessments that Westin identified.

But that doesn’t mean all consumers understand the quid pro quo deal being 
offered when information is collected or used. When the context is lacking, we fill in 
the blanks and create our own version of the context with potential misconceptions 
about privacy protections or the long-term consequences, or sadly misplaced trust 
regarding how our data will be used. Recent studies have found a reoccurring 
privacy knowledge gap, 75 per cent of people incorrectly believe that when “a 
website has a privacy policy, it means the site will not share [their] information with 
other websites or companies2.” 

Put simply: if customers don’t understand the context of why you need their data 
and what you plan to do with their data, there’s a risk they won’t share their data. 
And if they do share it, they may do so in a way that doesn’t match their privacy 
preferences.

1 Summarised from 2001 written testimony Westin provided before congress.
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2  Turow, J., Feldman, L., & Meltzer, K. (2005). Open to Exploitation: America’s Shoppers Online and Offline. A Report from the Annenberg Public Policy Center of  
   the University of Pennsylvania
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It’s no secret that what you browse and buy online, the 
discount codes and exclusive offers you trade your email 
address for, and the surveys you complete to earn virtual 
in-game currency, create a treasure chest of information 
that is hoovered up and used by organisations of every 
kind. 

But let me ask you a question, is your online 
privacy something you care about? 
If you nodded yes, you are in good company. Our recent 
COVID Crime Index found that 84 per cent of consumers 
expressed concerns about their digital identity and personal 
information online. The majority of us talk a good game 
about online privacy; however, in reality, we tend to 
overshare, reveal and give away that bit more personal 
information than perhaps we realise. 

A Big Mac for your browsing history? 
If you ask friends, family, and colleagues if they care about online privacy, they will 
probably all say yes, but it’s likely their online behaviour will suggest otherwise. This 
disconnect between an individual’s stated privacy preferences and their actions gives 
rise to the dichotomy of the ‘privacy paradox’. One of my favourite privacy studies is 
the ”Your Browsing Behaviour for a Big Mac“1 academic study that found that users 
valued their online browsing history at about €7. 

Paradox or dilemma?
Personally, I certainly relate to the 84 per cent of consumers we surveyed who 
expressed concern about their personal information online. However, a quick glance 
at the myriad of apps on my phone and the sheer volume of spam emails I receive 
tells a different story. It’s a stark reminder that the services I love to use and are so 
entwined with my life only exist because I chose to readily share my information with 
them in the first place. 

So, why don’t my actions align with my privacy preferences? I talk the talk; I would 
describe myself as data literate and more aware than most of how data can be used 
and abused by others. However, this is where research from the National Bureau of 
Economic Research gives a fascinating insight into the role that incentives, however 
small, play in tempting us away from our privacy preferences. The ‘Pizza over Privacy’ 
study provides real-life evidence of how individuals are willing to put aside their own – 
and friends’ – privacy preferences for free pizza.

When the gratification of a reward or incentive feels worth it, and the insatiable 
demand for ‘right now’ services and information results in a hastily ticked consent 
box , it also begs the question, why don’t my own and so many others’ actions and 
choices reflect our preferences? And how do organisations respectfully navigate this 
disconnect?
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