
Going digital
Like organisations in virtually all sectors, banks reacted quickly to support a 
rapid shift to mass remote working for employees. In many cases that meant 
issuing hundreds or thousands of laptops, purchasing new licenses for video 
conferencing platforms and virtual private network (VPN) platforms, and 
much more. There may also have been investment in cloud infrastructure 
to support an anticipated spike in customer demand for digital services. 
New security strategies alone took an average of over 17 weeks for banks                    
to implement.

Unfortunately, this response, while operationally essential, had several 
negative consequences:

• A greater risk of cyber attack. Employees may be more distracted 
at home and use insecure equipment and networks. Some 86 per 
cent of banks told us that remote and hybrid working had made them             
less secure

• Fraud and risk teams under pressure. 34 per cent reported that they 
had lost IT professionals due to redundancies. Alongside this, 44 per 
cent said that budget cuts meant that they would have to cut back on 
critical IT spend

• Budget cuts due to the crisis. Banks on average cut budgets by 24 
per cent, which had a negative impact on staffing and technology 
investments. Two-fifths (41 per cent) said this may impact critical IT 
spend and risked them losing key IT staff (35 per cent). Many (38 per 
cent) claimed this may have put customers at greater risk

Banks under pressure
The UK and US banks surveyed were targeted by attacks on their back-end infrastructure and users in the first 12 months of the pandemic, 
as well as fraud attempts aimed at customers, putting tremendous strain on internal resources. They estimated an average 29 per cent 
increase in cybercrime and fraud during 2020. 

Evolving threats included:
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How banks IT/cyber/fraud 
security plans changed due to 
COVID-19 in the past 12 months

The COVID Crime Index: 
What does it mean                           
for Banks?

What happens next?
Over half (55 per cent) of the US and UK banks we polled recorded a rise in financial losses due to cybercrime and fraud over the previous 
12 months. On average, that worked out at a loss of over £555,000 per organisation. Three-quarters (75 per cent) claimed these 
losses were linked to pandemic-related cybercrime. Regulatory fines and lawsuits comprise some of this outlay, but so too do lost 
customers. Customers want their banks to be more proactive. This is where enhanced cyber security and fraud prevention can make a 
significant difference. Some 84 per cent said that they now consider their provider’s cybercrime protection when changing banks.

So where should the fightback begin? With a tried-and-tested focus on people, process and technology:

People
This could mean reaching out to your customers more proactively to improve the quality of educational content on 
offer. Half (47 per cent) of those we spoke to said they wanted this from their bank. It also means educating 
employees on cyber security, to turn them into a more effective first-line-of-defence against attacks. Some 58 per cent 
of respondents told us home workers are more prone to a phishing attack than those working in the office. 
Training should be based around realistic simulations run in short bursts of 15-minutes or so. Lessons should be brief but 
regular, and adapted to reflect the changing nature of real-life scams.

Process
Think about first gaining visibility of all IT assets and the data that flows through them. Then understand who is 
accessing that data, and apply the appropriate risk-based controls. Best practice processes for security include 
continuous patching and vulnerability scanning, identity and access management, network monitoring, and threat 
detection and response. Process improvements can also address the challenge of siloed cyber security/fraud/risk teams 
and the need for greater information-sharing.

Technology
Processes may represent the fuel running through your cyber security “engine”, but technology is the engine itself. 
To secure a large corporate IT environment you’ll need security controls in place across the endpoint, email and 
web gateways, networks, and on-premises and cloud servers. That will help to mitigate the threat of data theft and 
ransomware, but what about fraud?

This is where predictive analytics and machine learning-powered customer due diligence (CDD), Know Your Customer 
(KYC) and transaction monitoring systems come into their own. They’re able to ingest large volumes of data on 
customer behaviour, transaction patterns, devices and much more, to provide a 360-degree view of each legitimate 
customer. With this, they can more accurately spot suspicious activity that even human experts on your team might miss. 
Fraud patterns are simply too complex today to approach with legacy rules-based systems and manpower. Instead, it’s 
about unleashing the power of machines to automate monitoring and transaction blocking 24/7/365, and only escalate 
to your in-house team when necessary.

With this kind of approach, banks will be well placed to comply with the second Payment Service Directive’s (PSD2) new 
strong customer authentication (SCA) rules when they come into force on March 14th 2022 in the UK for ecommerce 
transactions, with different dates for EU countries. Those with intelligent, real-time risk analysis capabilities will not 
be required to implement two-factor authentication, minimising customer friction1. For added operational and cost 
benefits, consider unified FinCrime platforms that combine anti-money laundering (AML), cyber security, regulatory 
compliance, watchlist screening, sanctions checks, KYC processes and fraud detection.

A focus on best practices with people, process and technology at its core will help banks 
continue driving digital growth, hopefully without paying the price in lost customers, breaches 
and brand damage. That’s the key for success in a post-pandemic market.

BANKING INSIGHTS

When the COVID-19 crisis hit, organisations across the globe were plunged 
into the unknown. As the scale of the financial crisis unfolded, banks 
worldwide were forced to respond to rapidly evolving circumstances. 
Dramatic changes in customer behaviours made it harder to spot suspicious 
activity and drove an uptick in false positives, overwhelming already busy in-
house financial crime (FinCrime) teams. Cloud-based IT and digital services 
became vital to their internal and customer-facing efforts. 

At the same time, cyber criminals and fraudsters pounced with customary 
agility to further their own ends, as fraud and risk teams said that 
budget cuts would mean they would be unable to fulfil all parts of cyber 
security strategies, the ‘COVID Crime Index’ from BAE Systems Applied    
Intelligence reveals. 

The question for banks today is what happens next? What practical 
steps can be taken to mitigate the cyber risks that emerged over the 
past year and build resilience into operations going forward?
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Only 13 per cent claimed not to have seen any change in cybercrime activity during this period. The impact of this continues to send shock 
waves through the banking industry: 78 per cent of respondents said they were concerned about the rise of pandemic-related 
crime over the following year.

As customers flooded online, they too were affected. Over a quarter (26 per cent) of those we spoke to said they’d bought 
something from a fraudulent site over the past year. In total, half (50 per cent) of responding consumers said they’ve been a victim of 
cybercrime or online fraud in the past, and a fifth (19 per cent) over the course of 2020 alone. Many (39 per cent) had been hit by multiple 
attacks over the past year.

The combined findings add weight to the argument of those that would like to see greater collaboration between banking fraud and cyber 
security teams. The two types of crime are indelibly linked. Customer information stolen from banking databases feeds the cybercrime 
economy, ending up on dark web forums and marketplaces where it’s snapped up by fraudsters to help them pose as legitimate users. 
The same underground economy provides a readymade supply of hacking and fraud tools and services, lowering the bar to entry for 
would-be criminals. These threat actors are adept at sharing information and best practices to further their goals. So should banking IT and                        
risk teams.
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