
The impact of the COVID-19 pandemic will last long after the virus is no 
longer deemed an existential threat to society. But it’s already had one very 
obvious and concerning effect on the insurance industry: rising levels of 
cyber risk and online fraud. BAE Systems Applied Intelligence measured 
these in a major ‘COVID Crime Index’ compiled from interviews with both 
US and UK insurers and their customers.

It’s increasingly clear that the best way for insurers to protect 
themselves and their customers from the escalating risk of security 
breaches and fraud is to focus strategy on three essential pillars: 
people, process and technology.

Breaches hit home
It would be difficult to find an organisation or vertical that hasn’t been 
impacted by the COVID-19 pandemic. But the insurance sector was 
particularly exposed as cyber criminals and fraudsters adapted fastest to 
the changing world around them. This meant probing for newly emerging 
gaps in enterprise cyber security protection, and finding new ways to submit 
fraudulent claims. 

Telemedicine has been particularly badly hit in the US, where complex scams 
sometimes involving fictional online consultations have cost the government 
and insurers billions of dollars1. Insurers reported an average increase of 
30 per cent in cyber crime and fraud during the previous 12 months2.

Much of this activity was targeted at insurers themselves, in the form of 
cyber attacks designed to steal data and/or deploy ransomware. The most 
common changes in the threat landscape insurers reported in the 
‘COVID Crime Index’ can be found in the graphic on the right.

Many of these were designed to hit the new weakest link in the security 
chain: home workers who may be more distracted and/or using insecure 
personal IT equipment. Some 85 per cent of respondents admitted 
remote working is making their organisation less secure. 

Yet, just as cyber criminals were turning up the heat on insurers and their 
employees, security, fraud and risk budgets were also being cut — on 
average by 27 per cent. Respondents raised concerns that this would 
lead to the loss of key personnel, a reduction in IT spend and ultimately put 
customers at risk. At the same time 57 per cent saw a rise in financial 
losses due to fraud and cyber crime.

Big name organisations that have been targeted over the past year include 
student insurer guard.me, which suffered a breach of customers’ 
personal data after threat actors exploited a web vulnerability. Elsewhere, 
auto-insurer GEICO warned customers that fraudsters had accessed 
their driver’s license numbers and may use them to fraudulently apply for 
unemployment benefits in their name.
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Consumer awareness and demands grow
At the same time, we found that customers have been more directly affected by fraud, and are increasingly expecting more of their 
providers. Nearly three-quarters those we polled said they’ve personally noticed an increase in fraudulent, cyber criminal or 
suspicious activity over the past 12 months. Nearly a quarter are now more concerned about cyber crime than they are physical crime.

This is perhaps not surprising given the range of tactics open to scammers, including phishing for personal and financial information, 
pension and investment fraud, ghost brokers, false cancellation scams and cold calling with promises of a ‘free pension review’. However, a 
great deal of fraud bypasses the customer completely — although it may use their details in false claims. 

Customers want their providers to do more about it. Over half told us they believe it’s their financial institution’s job to protect 
them from cyber crime — more than the number who believe it’s the job of the government, the police or themselves.
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The threats are rising

COVID-19 and Insurance 
Fraud: Lessons Learned 
from 2020 and Beyond

Getting serious about fraud and cyber crime prevention 
This represents a major opportunity for insurers to differentiate on improved protection and outreach. But what does that look like in 
practice? We’d advocate a focus built on the three essentials of cyber risk mitigation: people, process and technology.

People
This is where you need to focus efforts on educating customers about the dangers of online fraud, and providing all the 
resources they need to protect themselves online. However, these efforts shouldn’t stop at external initiatives. You’ll also 
need to mitigate the risk posed by negligent employees. A majority (62 per cent) of respondents claimed that non-IT 
staff are more susceptible to phishing attacks now that they’re working from home.

Process
The insurance industry, like many sectors, has suffered historically from a reluctance to collaborate and share information 
- both at an industry-wide level and internally, between siloed risk, cyber security and fraud functions. This must change. 
It’s time for insurers to plug-in more rigorous processes for such information sharing in-house, and sign-up to broader 
initiatives like the UK’s Insurance Fraud Bureau (IFB) and BAE Systems’ The Intelligence Network.

Many financial and insurance institutions have deployed Fraud Fusion Centres as a way to help mitigate risks, and 
they have a potentially important role to play here as they bring together expertise from fraud, cyber security, threat 
intelligence, risk and other key areas3. The insights these stakeholders share can be used to drive 360-degree visibility 
into suspicious activity across multiple channels and domains.

Technology
There are a range of tech innovations that can help to tackle insurance fraud - ranging from voice biometrics to detect 
suspicious behaviour during phone interviews with claimants, to social media mining to uncover hidden relationships 
between parties.

Look for data-driven platforms designed to help teams prevent, detect and investigate fraud throughout the insurance 
lifecycle - from quote to claim. By applying machine learning and predictive analytics to large volumes of claims, policy 
and quote data, these platforms are able to uncover relationships between people, places, events, businesses and other 
attributes. This enables more accurate risk scoring, which in turn means:

• Reduced losses on fraudulent claims, with real-time detection

• Enhanced productivity of risk teams, who spend less time chasing up false positives

• Straight-through processing for legitimate claims, enhancing the customer experience

• Improved and accelerated decision making for business users

• Integrated alert and case management, supporting enhanced team collaboration

Nearly a fifth (15 per cent) of insurers say they aren’t confident in their ability to protect their 
customers from cyber crime and fraud over the coming 12 months. A reinvigorated approach based 
around people, process and technology is an important first step to managing these risks.
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