Cloud services pose a significant security risk
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IT Decision Makers in the USA responded far more actively to the
question of where and why they would invest extra resources
in cyber security, with over half (56%) wanting to minimize
their security risk, something that was a reason for only 22%
of C-suite respondents. American C-suite respondents were
most concerned with keeping up to date with current and new
threats and minimizing risk. Reassuring customers came low on
the list at 6% (compared to 27% of ITDMs), in line with the need
to respond to a successful attack on the business.

19%

C-SUITE

ITDM

37%
Very confident

17%
33%

We have enough support from suppliers,

enforcement agencies and government to
Fairly confident

56%

tackle57%
cyber security

79%

40%
21%

Not very confident

Very confident

73%

43%

None of these

Cloud services allow us to be an agile business

Cloud services are a necessary part of doing
business, but we’d prefer to limit our use of them

The results show a significant difference in how the two types
of respondent (ITDM and C-suite) viewed the threat landscape.
While both groups viewed organized crime as the most likely
source of attack, nearly a third (32%) of ITDMs saw terrorist
organizations as a likely source of attack – compared to just
7% of C-suite respondents, who were more likely to suspect
professional crime groups.

We’re wary of using cloud services too much
because of potential security risks

US respondents to our survey were confident in the ability
of their business to fend off a cyber attack. As with C-suite
respondents in the UK, US business leaders indicated that 7% of
their organization’s IT budget was spent on cyber security and
defense, lower than the worldwide figure of around 10%.

Cloud services are a vital part of doing
business efficiently
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When it came to cloud computing, the two groups formed
something of a consensus around cloud security concerns.
Almost a third (27%) of both groups saw cloud services as
posing a significant security risk, although 31% of ITDMs also
saw the services as supporting more agile business practices.
Both groups (27% of C-suite respondents, 32% of ITDMs) also
viewed Cloud services as a necessary part of doing business, but
also something they’d like to impose limits upon.

10%
8%

27%
27%

20%
31%

27%
32%

23%
33%

43%
34%

Nearly a third (32%) of ITDMs
saw terrorist organizations as
a likely source of attack
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