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Moving into March 2020, countries worldwide are still 
struggling to manage the spread of the viral disease now 
known as COVID-19. In cyberspace, threat actors are 
using the topic of COVID-19 to their advantage with 
numerous examples of malicious activity using COVID-19 
as lure documents in phishing campaigns.
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Key/
Phishing Stages

Remind individuals to refrain from opening emails and attachments 
from untrusted or unfamiliar sources. 

If possible, block or monitor file types that are not normally needed for 
business operations (e.g. ISO files) or should not be delivered as email 
attachments (e.g. SCR files).

Mitigations


