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Every day, governments around the world have to deal with outdated IT
hindering operations and service delivery, and inevitably this leads to a poor user
experience. Here, Lorna Rea examines the key areas of legacy IT impacting British
policymakers and identifies best practice and transformation approaches which
can reduce risk and dependence.

When a new government takes office there is a new agenda to enact. New priorities to pursue. A new
course to chart. But while fresh policies and approaches take flight, longstanding challenges continue to
adorn the horizon, irrespective of which political party happens to be in power.
Climate change, for example, does not pause for elections. Nor does Covid-19. And the fundamental
tasks of any government – defending the realm, protecting citizens from harm and safeguarding basic
human rights – endure anew from administration to administration.
Another issue, less visible to the average voter but one that connects governments of any political stripe, is legacy IT –
technology still widely used by departments and agencies despite being rendered out of date by the dizzying pace of digital
advances. Such is its deep penetration of government systems and processes, agreeing the need to upgrade is one thing,
implementing real change is quite another.
But that doesn’t mean it can’t be done.

Steve Barclay
Chief Secretary to the Treasury
July 2020
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Currently around half of central
government IT spend is on
servicing legacy IT. Such an
approach is not only expensive. It
also poses cyber-security risk, and
prevents agile ways of working and
cross departmental interaction.
It also obstructs the use of new
innovative IT solutions and the
sharing of data more openly.

Operational and Critical
There are two fundamental types of legacy technology.
The first, Operational Technology (OT), has typically been developed
from an engineering perspective and is commonplace across Critical
National Infrastructure such as Transport, Healthcare and Defence.
Often characterised by long system lifecycles, many legacy OT systems
were initially designed to function in isolation, without consideration of
modern cyber security risks. Now, however, OT systems are frequently
interconnected to enable new functionality and access for new
user groups.
The second type relates to Critical IT Systems – the data centre,
network, hardware, operating system, application software and
interfaces underpinning critical public services. With many legacy IT
systems the challenge of moving away or upgrading from legacy is
one of interoperability. In other words, one component cannot be
upgraded without upgrading all of the others, and suddenly what
seemed like a simple task turns out to be significantly more complex.
From a cyber-point of view, the timely upgrading of systems and
patching of vulnerabilities can sometimes conflict with the suppliers’
contracts and Service Level Agreements which means that these
systems, where they can be better secured, are not always secured as
quickly as possible or when needed.
And then there’s the fact that many government digital services now
hinge on a hybrid suite of technologies. There may be a new digital
front-end to the service, but these newer transformed systems may still
be reliant upon legacy IT, such as back-end databases or historical data
transfer mechanisms, which may still drive costs and reduce the overall
flexibility of the overall service.
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Mapping the Future

Leading the way

An important starting point is ensuring that legacy IT upgrades
should be undertaken in line with the overall IT strategy. This
will help identify where the IT estate can be rationalised,
duplication of services removed or existing capabilities
enhanced to deliver an improved user experience and reduce
the overall IT cost base. Such an approach requires a clear
IT strategy and roadmap, along with strong governance
processes. There also needs to be key architectural principles
and patterns identified, enabling traceability from the very top
of the strategy down to the most basic requirements.

But of course it’s not just about having the vision – the right
individuals need to be in place to turn ideas into reality. Key
leadership roles should be given to individuals that can bring
a technical understanding and marketplace knowledge to the
role, along with commercial and business know-how. With
the right incentives to drive long term change, senior leaders
can drive a culture that engages with the strategy and does
not flinch from taking the difficult decisions, especially in
relation to decommissioning activity, that are required with
legacy IT.

This, then, provides the framework, decision making
capability and design guidance to inform transformation and
decommissioning of legacy IT, along with the development
of new features and systems. It also empowers individual
departments and teams to determine how to meet their
technology needs and make purchasing decisions while
maintaining consistency, reducing operational costs and
avoiding future legacy IT problems.

Leadership also needs to come from both the IT function
(driving technology choices and reducing running costs),
and the operational business (which represents key users).
Without proper representation and agreement, neither side
has the mandate to fix legacy IT issues alone, which can result
in inaction and delay.

Organisations should also consider targeting an interim
state. It is often not possible – or is at least certainly high
risk – to try and move from legacy system straight through
to a fully functioning new digital service. Breaking the legacy
problem down can make it far easier to conceptualise and
deliver, and can help enable course correction during the
programme lifecycle.

It is also worth highlighting that it takes time for new leaders
to gain an understanding of the organisation’s business, and
it therefore requires individuals who are committed to seeing
the transformation through, and who are empowered to
make difficult decisions. This can be challenging where leaders
are on short (relative to transformation timescales) contracts
or moved to different roles on a frequent basis.
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Combining Asset Management with Service Delivery
Understanding the systems that sit across the legacy estate is no mean feat – we have found that many organisations lack a coherent
understanding or map of what they already have. True, getting a clear view of the assets takes time, but this investment more than pays
for itself by enabling organisations to develop a pipeline of initiatives and projects that will address the legacy challenges as part of their
long term strategy.
But it’s not just about the assets, modern digital thinking is focused on a service orientated approach. The focus is on the user need or
service – e.g. ‘I want a new passport’ – and the steps that need to be completed to fulfil the service rather than the technology per se.
While many legacy IT systems were implemented as stand-alone systems, taking a service approach has helped transition from – and
transform – legacy IT.
Disaggregating services into the individual transactions or steps is key. Decoupling key front-end and back-end requirements by inserting
an Application Programming Interface (API) layer between the front and back-end has meant that front-end mobility can be worked
on without replacing anything in the back-end behind the API layer – thus breaking the problem down and enabling the more difficult
infrastructure challenges to be resolved separately and without impacting users.
Gaining the right engagement with key users and stakeholders can also enable flexibility around service commitments. For instance,
certain stakeholders could implement business process changes temporarily to provide the capacity for future development and new
capabilities based on new technologies to be introduced in parallel – which, of course, bring an overall saving to the organisation.
Similarly, the drivers and incentives for suppliers can also hinder progress – for example, service level agreements often prioritise service
availability rather than the response to cyber threats. In dealing with cyber threats (and vulnerabilities), and working through potential
upgrades (where there may not be existing pre-production or development environments), finding appropriate contractual mechanisms
to drive the right priorities is imperative.

Reducing Risk
and Dependence
Government IT involves different domains, from ‘high side’ to ‘low
side’. ‘High side’ refers to networks operating at a higher classification
level, such as ‘Secret’ or above, as opposed to ‘low side’ which refers
to networks operating at lower classification level such as ‘Official’ or
not protectively marked at all. Navigating between these environments
creates its own set of unique legacy IT challenges.
For example, the challenges of developing applications and new
systems within the high side environment can create technical debt
and result in high side systems becoming ‘legacy’ before they are even
operational. These challenges arise because government organisations
suffer from not being able to develop within the cloud or not being
able to benefit from easy access to native software APIs, which would
avoid the need for expensive, bespoke systems to be built. Of course,
there is an increased risk of cyber-attack from certain actors within the
low side domain which needs to be managed, but the benefits from
the use of low side development are significant.
One positive outcome from the pandemic is that there is an increasing
(forced) trend towards embracing the low side for less sensitive work,
which is reducing the time to develop new features, but which can
cause an increased cyber threat through a greater exposure to internetbased services. It is, however, critical that these systems integrate
seamlessly to the high side systems and the sensitive high side data.
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Tips and Techniques
Secure cross domain access and transfer between networks saves time
One of the challenges faced by secure government organisations is efficiently using items such as code from low
side networks on high side networks for operational purposes, or being able to easily access your low network from
a higher network. There are considerable benefits for providing access to low side cloud storage from high side
networks, and secure automation of transfer from low side networks to high side networks. This is achieved via cross
domain solutions.
Building secure cloud environments provides easy and safe access to cloud features
Separate secure cloud environments usually have to be designed for high side environments which costs money
and takes time to build. We have designed a low side cloud environment using standard AWS development stack to
provide a modern developer experience, which automates integration to high side systems for onward deployment.
Putting the user first
Departmental change is often led from an internal process perspective rather than by user need. Clear
communication with users is key to ensuring clarity on what is really required by the business in terms of its
future state.
Decision-making working groups
A decision-making working group with clear and agreed rules for decision-making can bring together the
operational user communities (for whom continuity of services is paramount) and business communities (for whom
reduction in operational costs is usually the driver). This enables consensus and a mandate for decision-making.
New skills and capabilities
We have observed a significant improvement in the technical capabilities and skills, such as cloud skills, across
graduate and other junior levels in government. There is also an increasing trend to place individuals with technical
and wider industry knowledge into positions such as the CIO or CTO roles, which helps to bring greater technical
expertise but at the expense perhaps of an understanding of how government operates.
Find the right programme leads
We believe there remains a gap in capability across the Programme and Project Manager space. The lead roles
for these large legacy IT programmes often require significant technical skills, domain expertise and commercial
experience which are difficult to find. Their job descriptions should be reviewed to encourage the right person to
apply and that they can be secured for the duration of the programme.

Such suggestions, while important, will not instantly solve the legacy IT conundrum. Such is its complexity, no organisation can hope for
an overnight fix to out of date technology. But this is no time to meekly accept the status quo.
The steps outlined above show that progress can be made, but just as importantly, rapid digital advances, twinned with rising citizen
expectations about public service delivery, means that legacy IT is now rising up the political agenda – as it should be. It is incumbent on
policymakers, in conjunction with programmers, administrators and advisors, to create a government fit for the eclectic challenges of the
21st century.
Fixing legacy IT is a good place to start.
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At BAE Systems, we provide some of the world’s most advanced technology defence,
aerospace and security solutions.
We employ a skilled workforce of 82,500 people in over 40 countries. Working
with customers and local partners, our products and services deliver military
capability, protect people and national security, and keep critical information and
infrastructure secure.
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