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BACKGROUND 
 
Security researchers at Google have published details

1
 of a vulnerability in the design of SSLv3.0 when using cipher 

block chaining (CBC).
2
 SSL (Secure Sockets Layer) is a cryptographic protocol used for secure communication over the 

internet, although it has been succeeded by TLS (Transport Layer Security). Also announced was a vulnerable feature of 
clients/servers implementing SSL, whereby they can be tricked into using SSLv3.0 when they otherwise wouldn’t. 
 
The vulnerability has been assigned CVE number CVE-2014-3566.

3
  It affects any web server or client supporting 

SSLv3.0 and not supporting ‘TLS_FALLBACK_SCSV’
4
, a feature designed to avoid attacks which trick an SSL 

connection into using a less secure protocol. 
 
The name, ‘POODLE’, stands for ‘Padding Oracle On Downgraded Legacy Encryption’, which references both the type 
of the SSLv3.0 vulnerability (Padding oracle attack
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), and the encryption protocol fallback mechanism. 

 

ANALYSIS 
 
The vulnerability is broken down into two components: The SSLv3.0 CBC vulnerability, and the protocol fallback 
vulnerability. 
 
The SSLv3.0 CBC vulnerability allows an attacker performing a man-in-the-middle attack to uncover details which are 
meant to be encrypted, such as a cookie used in an HTTPS connection, or other HTTP headers, such as the 
‘Authorization’ header value. This information could allow the attacker to then authenticate to the vulnerable site/service, 
impersonate the client, and access/take over their account or tamper with data via an API. 
In order to carry out the attack, the attacker must wait for the client (victim) to send HTTPS requests to the target server, 
and the victim must already have stored a cookie or other authentication token, which can then be intercepted. 
 
The attack takes advantage of the fact that the ‘padding’ of messages when using CBC is not defined and therefore 
cannot be validated. By intercepting and tampering with the requests, and including portions of previously intercepted 
messages in the padding of subsequent ones, an attacker can deduce the encrypted contents included in the padding. 
This process is fairly ‘noisy’ and requires an attacker to induce the client to generate an average of 128 requests per byte 
of data revealed. 
 
The vulnerability by which a connection is made to use SSLv3.0 also relies on interfering with the requests. Many clients 
will retry a connection suggesting an alternative type of encryption if something goes wrong with prior attempts. This is 
typically done to support backwards-compatibility with legacy systems that do not support the latest protocols. By altering 
the responses or blocking them, an attacker can induce this behaviour, interfering with the connection until the client and 
server decide to use SSLv3.0. 
 

CONCLUSIONS 
 
The circumstances required to exploit this vulnerability are relatively restrictive. The attacker must have access to the 
traffic between the victim client and servers, must be able to induce or wait for the client to generate the necessary 
HTTPS requests, must be able to make them use SSLv3.0, and the client must have stored an authentication token 
which can be stolen. 
The risk to businesses is currently minimal, since the likelihood of these circumstances occurring is low - although there 
are some situations in which it may be more likely, for instance when using an untrusted internet connection. 

 
RECOMMENDATIONS 
 
In the short term, this specific vulnerability can be avoided by disabling SSLv3.0 and lower in an application’s settings. 
Instructions on how to do this in IE, Firefox and Google Chrome have been provided by poodle.io
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, as well as instructions 

for how to disable SSLv3.0 on Apache and nginx web servers. Instructions on how to do this for IIS web servers, the 
Thunderbird mail client, and Postfix mail servers have been published by CIRCL (Computer Incident Response Center 
Luxembourg).
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1
 http://googleonlinesecurity.blogspot.ca/2014/10/this-poodle-bites-exploiting-ssl-30.html 

2
 http://en.wikipedia.org/wiki/Block_cipher_mode_of_operation#Cipher-block_chaining_.28CBC.29 

3
 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2014-3566 

4
 https://tools.ietf.org/html/draft-ietf-tls-downgrade-scsv-00 

5
 http://en.wikipedia.org/wiki/Padding_oracle_attack 

6
 https://poodle.io/ 
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  http://circl.lu/pub/tr-28/ 
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Instructions on how to disable SSLv3.0 in less common software is potentially available online

8
, however for niche 

products in production environments, it is recommended to contact your support provider to discuss mitigating against 
this vulnerability. SSL may also be used in conjunction with other protocols such as SIP, SMTP and SSL VPN and so 
these should be checked as well.  
 
Disabling SSLv3.0 should cause little to no interoperability problems; most websites support more secure protocols
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, and 

those that don’t will likely be prompted to do so in light of this vulnerability being publicised. For legacy or mission critical 
systems which rely on SSLv3.0, it is recommended that they are shielded from interacting with the wider internet, 
perhaps by placing them on segregated networks, or restricting access to them only via IPSEC VPN. 
 
In the long term, the TLS_FALLBACK_SCSV feature should be used by clients and servers. Some applications already 
support it, such as Google Chrome, and those which do not, should be expected to release patches in the near future. 
(OpenSSL has a patch in development which adds this feature, it can be applied manually if needed, but should be 
included in a formal release of OpenSSL.

10
) 

                                                                                                                                                                  
 
8
  http://askubuntu.com/a/537197 
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  https://news.ycombinator.com/item?id=8456345 
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 http://marc.info/?l=openssl-dev&m=141333049205629&w=2 


