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Data Forwarding Appli

Unrivalled Security

Wh Ot iS a DQ tO The Data Forwarding Application (DFA) enables one-way transfer of data streams

such as video, audio and sensor data across a BAE Systems Data Diode device. It
provides a relioble and high performance mechanism for streaming data securely
between two networks of different security domains.

Forwarding
Application?

H d t Rp On the source network, the DFA listens for data on a configured TCP or UDP port,
Ow aoes ILWOrK: and transmits any data received across the Data Diode using a proprietary protocol.

On the destination network, the DFA reassermbles the data stream into TCP or UDP
packets (depending on the source data stream), and forwards them on to the
configured destination IP address
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- Supports multiple concurrent TCP and UDP data streams, each with its own
Ke LJ Feo tU res: configurable source port and destination IP address.
- A Quality of Service (QoS) system ensures that bandwidth is shared among all
concurrent streams, based on configured priority levels.
- Acts as a protocol break to help prevent malicious packets being transmitted
onto the destination network.
- Supports port mapping, so that the same stream can use a different range of
ports on the source network from those used on the destination network.
- Provides the capability to send streaming data to a destination endpoint
without disclosing its network information to the source host.

Technical Specifications

Supported Protocols TCP, UDP (Unicast, Multicast, Broadcast)
Up to 40Gb/s (depending on the type of BAE Systerns Data Diode

B ety device being used) *
Concurrent Strearmns Upto 4096
Latency <10ms *
Configuration \C/\?nsote—b.osed Configurotion CUent
eb Configuration Client (Optional)
Log files
Auditing & Monitoring Syslog

SNMP traps (vl & v3)
Web Configuration Client (Optional)

8-Core 29GHz
Minimum Hardware 32GB RAM
Fibre NIC (for connection to Data Diode)

Operating Systerns Red Hat Enterprise Linux 7 and 8

* Performance metrics were obtained under ideal lab conditions and vary depending on the size and arrival rate of packets, number of
concurrent streams and associated QoS settings, server hardware, and supporting network infrastructure.

For more information contact: This document gives only a general description of the
product(s) or service(s). It shall not form part of any
contract. From time to time, changes may be made
in the products or the conditions of supply.

Web: cds.aubaesystems.com

Email: au.ilsales@baesysterns.com
Telephone: +61 8 8480 7799.
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