
How can businesses react to a cyber incident?
We asked 100 technology professionals in the UK working at organisations with more than 1,000 employees how they can react to a cyber incident. 
Despite continuing news of cyber attacks and data breaches every day, the findings indicate that businesses are still struggling to establish plans that will help them deal with this 21st century threat.

In regard to your organisation’s cyber breach mitigation 
plan, which of the following most closely reflects your opinion?

Many organisations still see dealing with a cyber security breach as a black swan event. Effective management of cyber breaches requires businesses to be organised and prepared for the 
threats they face, with a clear process in place. Everyone involved should be confident in what they need to do.
The range of incidents that an organisation can face varies hugely from ransomware outbreaks to covert targeted attacks to accidental data breaches. But that doesn’t mean they can’t be 
prepared for all of these eventualities. The key is to prepare for each with the right combination of technology, people and process.

Conclusion

Find out more.
www.BAEsystems.com/Cyber
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Who/what do you believe is most 
important in identifying a cyber attack quickly?

Only 9% of UK businesses are totally confident in their cyber breach mitigation plans.
The responses by sector reveal that no companies surveyed from the manufacturing industry are 
totally confident in their organisation’s cyber breach mitigation plan. 
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Almost half of UK businesses regard technology is their most important tool for identifying a cyber 
attack quickly – but organisations need to deploy a combination of people, process and technology in 
order to be cyber resilient 


